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About the Business Integrity Handbook Series

Business Integrity Handbook is a series of bilingual publications produced by China Business
Leaders Forum (CBLF). It aims to provide useful guidance in helping Chinese and multinational
companies mitigate compliance risks and collectively combat corruption.

The first one of the series, Business Integrity Handbook: Guidance on Compliance Knowledge,
Skills and Strategies, was released in May 2012. It features a comprehensive overview of the latest
global regulatory environment, a compliance glossary, the compliance structure and best practices
from several leading companies from around the world. It also includes the results of a survey
conducted among Compliance Officers and Legal Counsels from large multinationals and Chinese
enterprises, and a self-assessment toolkit with concrete compliance scenarios. As a practical guide
to compliance management for Chinese and multinational companies, this publication offers
practical advice on how to build a successful compliance programme.

Readers can get a free hard copy or electronic version of the Business Integrity Handbook through
CBLF and our partner organisations. If you have any feedback about the publications, please
contact us at info@chblf.org.cn.

XT (BdgEFm) &5

(Bl fEFM) E2hETIRHSHLIZRRNATINELRY. FM 5 AR P EFEE ST
BN, REFTERMIRMIAES.

BR—RIhHE—K (FAREFMH: SR, KEMRRIERE) T 2012 45 REXLH, AR
BRESKBEEMERE., AIIAL,. AN, BN F (HETHFA—RLARASZFERESHS

B« BERSE OB EENRAXRBBEE W MFECLEREFRERBIE) , UREHRKEK
EAFRNERTEIR. FHBNARI— T EIIEaNmBRM T SIHEY, AERRMEET
BHEIRREM T i5R.

EET IR P ELE S IEREAENAE 2RI (FREFM) MKRMEETFR. MRE
Xt B EAT R ITEIN, FLEHZE info@cblf.org.cn BXFR A,



List of Editorial Group Members

WRERTUAGE

Ms. Jun Cao,
Head of China Programmes,
IBLF

Mr. John Bray,
Director (Analysis),
Control Risks

John Bray %4 BEELL
&8 Efr L Sihitis
DR FERXDE R

Mr. Oscar Chen,
Managing Partner,
Duan & Duan (Beijing) Law Firm

Mr. Yuk Lam Cheung,
Partner of Forensic Group,
Deloitte China

FRESILE K EHTEE

EZFNER (b)) RIRESR =g E

EEEMUA FIESTRFHEEMRA
Prof. Keyong Dong, Mr. Nan Guo,

L
Dean, School of Public Administration fF Manager, Ethic & Compliance,

and Policy, BP China
Renmin University of China

FRiEE
ERRER BP i [E
PEARKFQHEE N EESENEE
78S
Mr. Brook Horowitz, Ms. So Lan IP,

Senior Vice President,
Ping An Insurance (Group)
Company of China

MHE=%t
PEFRERERD) RN BRAR

BlREIE

Director, Business Standards and
Regions, IBLF

EmfkE
E| PR T Gtz
SRR AR EMXIE 28

Mr. Xiaofeng Jiang, Dr. Jie Liu,
Executive Director, Chairman of the Board of
North Head Supervisors,

China State Construction
ERRIESE Engineering Corporation
EEEM

XA
PERARBBRAR
BERERF




Mr. Qitao Liu, Mr. Zhenyong Lu,

Chairman and President, Former Chief Legal Counsel,
China Communications Construction State Grid Corporation,

Group and China Communications State Council Expert for Special
Construction Company Allowance

?Uiﬁf‘&i BiRELE
HhE3 KHAEEK, BEE JREIZR P B & A ]
Eiﬂlxﬁﬁuﬂsdﬁﬁﬁﬁ’\_l E S BATHHREM = 2 &

BEEK. B/

Mr. John Russell,
Managing Director,

Dr. Martin Stauble,
Upstream Vice President,

North Head Royal Dutch Shell's companies in
China

TEREE Martin Stauble {#+

YR b E SR H

BEERAE LRl B3

Ms. Isadora Garcia Torres, Mr. Sheng Xi,

Vice President, NEA
Cluster Compliance Officer,
Siemens Limited China

Chief Audit Executive,
China Eastern Air Holding
Company

22D S0 ER%E
ANFRLIXENE EFIZ’FHﬁnE EiNS|
AlF(FE)BRLAFESH 2

XBERE

Mr. Charles Zhang,

Vice President,

Internal Audit, Risks & Controls,
Trina Solar

KEAEE
RENEBRAF
AE. RESEEEIBH

* Editorial members are listed in alphabetical order by their family name.

* YRR LT 2/ I L I R F B /FHE/F o

This publication has been produced by China Business Leaders Forum with support from the Editorial Group.
Please refer to the Acknowledgement in Chapter VIII for more information about the Editorial Group members,
their companies as well as a list of experts and staff members who contributed to this publication. From the
companies with advanced compliance programmes, we selected a collection of best practices and share them
in this publication to highlight different important aspects of third party management. While the publisher
acknowledges the contributions of the members of the Editorial Group, the responsibility for the publication,
and any omissions or errors, remains solely with the publisher. The opinions expressed are purely those of
the authors and may not under any circumstance be regarded as stating the official position of the
international organisations or countries mentioned therein.

AFMAEREZRASHIIFT, APETHRHILIZARTES. NAFMEETTMOREZLHR. 27, TR
MIEARMESNE, BESEE/\EBUHBS . NENQRAEXHNEGHAMBS, HANERT —RIIRESEE
AT FUSE, URHB=ZHFEENTRAGE. RINRORGREZZSRANTTN, WHRYIHEE
RN E R AEHBELRG R BPFUSKXKREEDIA, TREFMRDTROERARKERNE L
.



Table of Contents

E3x

(O F= 0} (=T N o =1V o 1
#E—E: §is

Chapter Il: Global Context—New Legisation and Challenges...................coeeinnn. 5
BE: Y FEMSHBkE

Chapter IlI: Third Party Risk Prevention...... ... 13
B=E: BE=HRKRETE
Best Practice |: State Grid .........uieieiiie e e e e 22

RESEIFZ—: EZREN

Best PractiCe [1: SNEll ... e e 26
REILEINFZEZZ: ThE

Best Practice lll: China State Construction Engineering Corporation.................. 31
REIERSZEC=: PEERN

Chapter 1V: Third Party COmMmMUNICAION ......uieiiitiie it e e e e 35
HE: E=HARER
BeSt PractiCe IV BP ... ... e e e e e 43

RIEIEPZZM: BP

Best Practice V: TN SOlar. .....couviiii it e e e e e e e 47
REIEPZFZH: KENEE
Best Practice VI: China Communications CONSIUCLION ......vvveiiiiieiiiee e e e, 51
REIESZEZN: PERXEEIR
Chapter V: Third Party Risk Detection and Correction..........c.ocooeiiiiiiiiiiiiniiiinns 55
BLE: F=HNEHLZIMMBIE

Best Practice VI ChinNa EaSteIN. ...ttt e e e e et e e eeaaeaas 58
RIEIEPZEZL: FAMET

Best Practice VI PiNg AN.. ... e e e e e e 64
REXEIZEZ/N\: FETER

Bt PraCtiCe IX: SIBMBNS ... et et e e e e e e e e e et 68
REIEPZEZN: AIF



Chapter VI: Scenarios and EXEICISES. ...t e e e e 73

ERE: BERME

Third Party Compliance Practice Evaluation..............cc.ooviiiiiiie i e, 74

B AMBIETE

CoMPHANCE SCENAIIOS. .. cv e e e e e e e e e e e e eaeas 77
BHER
Chapter VII: Conclusion and Call for Collective ACtioN..........coviiiiiiiiii i, 85

BtE: ERENKATHSAE

Chapter VI APPENiX. ..ot e e e e e e e et e e e e e e e eeens 87
EI\E: MR

Further Reading... ... ..o e e e e e 87
BEZSERIEMHE

ACKNOWIEAGEMENTS. ... e e 89

&5 AR



Chapter I: Foreword

This is the second Business Integrity Handbook published b
CBLF in as many years. The success of the first publication™,
which dealt with compliance best practices within companies
operating in China, is testimony that the business
community’s need for guidance in this area has become
increasingly acute as legislation has become more stringent
and the risk of corruption has yet to diminish.

The first publication provided significant insights into
corruption risks—and their potential solutions—as perceived
by a number of leading companies. It was widely distributed
and well received by multinational and domestic companies,
business associations and government agencies. Its 1,500
copies were distributed free-of-charge through several
channels: via CBLF and UNGC China Network, Editorial
Group members, IBLF and Renmin University of China. In
Business Standards and Regions, ad%itio_n, t_he first pL_lincation was d_istributed during t_he UNGC
IBLF 10 Prl_nC|pIe _V\_/orklng Group Meeting as W_eII as anti-

corruption training for State Owned Entreprises organised by
the State-owned Assets Supervision and Administration Commission, the Ministry of Supervision
and the Ministry of Human Resources and Social Security.

Mr. Brook Horowitz, Director for

The present publication will, we hope, achieve a similar success in terms of its impact. This time we
focus on an issue that is a challenge for any major company in any country: how companies can
manage risks in the supply chain by bringing standards of integrity and compliance amongst their
third party intermediaries—the agents, distributors, suppliers, consultants and joint venture partners
which comprise the life-blood of their procurement and sales processes—to the level expected of
their own employees.

This is no longer a ‘nice-to’, it's a ‘have-to’. Legislation in a number of countries, sometimes with
extraterritorial enforcement, stipulates that companies have an obligation to oversee the behaviour
of the companies in their supply chains. Companies are obliged to comply with labour laws,
environmental regulations, air emissions, health and safety. Anti-corruption legislation is no
exception. No longer may companies use local agents to bypass the anti-bribery regulations that
have recently been established in their own countries.

Even without the legal obligations, there is always a substantial risk to corporate reputation
because of compliance failures by suppliers or distributors. How often in the past few years have
we seen major global companies exposed to public ridicule and humiliation because of the failure of
a supplier in less developed markets to match up to the demanding expectations of global
consumers?

The challenges are daunting. If it is already increasingly difficult for companies to inculcate the best
standards amongst their own employees, bringing these standards to small independent companies,
often far from the main international business centres, is a challenge of a totally different order.
These small- and medium-sized companies are operating according to local rules and are often
confronted by bureaucracy, solicitation and graft on a daily basis. In fact their right to operate in a
particular region or market may depend on their ability to pay ‘rent’. For them, to ‘just say no’ —to
quote a phrase much enamoured by the largest global multinationals that have the choice of
entering or quitting a market if the corruption risks become too great —may simply not be an option.

! Business Integrity Handbook: Guidance on compliance knowledge, skills and strategies, May 2012. E-version of the
publication can be downloaded at:

http://www.cblf.org.cn/Uploads/%7BC89F58DE-939C-4208-AF3D-
5680AF200DDD%7D_BUSINESS%20INTEGRITY%20HANDBOOK.pdf. If you want to get a hard copy of the publication in
China and UK, you can contact info@cblf.org.cn


http://www.cblf.org.cn/Uploads/%7BC89F58DE-939C-4208-AF3D-5680AF200DDD%7D_BUSINESS%20INTEGRITY%20HANDBOOK.pdf
http://www.cblf.org.cn/Uploads/%7BC89F58DE-939C-4208-AF3D-5680AF200DDD%7D_BUSINESS%20INTEGRITY%20HANDBOOK.pdf
mailto:info@cblf.org.cn

Smaller businesses are especially vulnerable to extortion and often face the difficult choice between
losing essential business and engaging in corrupt practices.

Furthermore, while the world’s leading multinationals may
have the resources to design, develop and implement
elaborate corporation-wide compliance programmes that
are often not the case for SMEs. Although smaller
enterprises have similar obligations to abide by anti-
bribery laws, they do not have the same human and
financial resources as multinational companies to ensure
compliance with such laws.

This leads to one of the key conclusions of this publication,
a conclusion also supported by the recently published
recommendations of the B20 Task Force on Improving
Transparency and Anti-Corruption to which a number of
Chinese companies contributed, namely companies can
no longer go it alone. According to the B20

recommendations, ‘companies and business Professor Keyong Dong, Dean,
organisations should regularly exchange best practices in School of Public Administration &
devising training for SMEs in their supply chains’: Policy, Renmin University of China

First, this is a relatively new area of business management driven by new legislation and more
rigorous enforcement. There is relatively little experience about how to make SMEs compliant,
especially in high-risk markets. Second, training for SMEs is necessarily different from what is used
as in-house training for employees, and may need to be adapted according to the country and
market where it is being delivered. What works and what does not work are questions that can only
be answered by exchanging this kind of experience. Finally, in specific markets and industries,
competitors’ supply chains may well overlap. It would be cost and time efficient if competitors could
cooperate in streamlining their training for SMEs in their markets®.

This publication is produced very much in this spirit. A number of companies have generously
donated their expertise by sharing their experience of managing corruption risk in their supply
chains during the China Business Leaders Forum round-tables or writing it up for this publication.
Some have invested management time by being part of our editorial team or acting as peer
reviewers. Others have financially contributed to making this publication possible. Yet others have
committed to helping us distribute it to a wider audience.

As such, this is an example of ‘Collective Action’: the increasingly popular management tool
companies are beginning to use to resist corruption. We would like to take this opportunity to thank
all the companies involved for their contribution to producing this booklet. It is this booklet that we
hope to hold up as a modest yet significant example of Collective Action in action.

2

Beijing, 31% May 2013

Brook Horowitz Professor Keyong Dong
Director for Business Standards and Regions Dean of the School of Public Administration
International Business Leaders Forum & Policy, Renmin University of China

2 B20 Task Force on Improving Transparency and Anti-Corruption. Recommendations 2013. 22™ May 2013. The Task
Force’s recommendations are available on the official B20 site http://www.b20russia.com/en/taskforce/transparency-and-
anticorruption-taskforce.html
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Chapter II: Global Context—New Legislation and Challenges

FBE: 2T IENSHkYK

Commercial bribery undermines the principle of fair competition and distorts resource
allocation in the market. Even worse, it breeds further economic crimes such as
embezzlement and graft. For a long time, countries all over the world have been working
to enact relevant laws and regulations to severely penalise commercial bribery. Similarly,
China’s law enforcement has become increasingly strict in confronting commercial bribery,
and a special steering group has been established at the central level to combat
commercial bribery. From July 2005 to December 2011, altogether 102, 214 commercial
bribery cases were pursued nationwide, with a total amount of 26.06 billion RMB. In the
meantime, a new trend has emerged as commercial bribes which are paid in a less direct
way. To escape legal liability, companies have started to avoid paying the bribes
themselves, but through intermediaries, agents, brokers or other third parties to achieve
commercial purposes. For this reason, Chinese and foreign companies should be fully
aware of this new trend as well as the latest legislation and enforcement against
commercial bribery. They should adopt adequate precautionary measures; otherwise they
could be exposed to enormous legal risks.

EEIE IR T A LR HIARGH%EF, WA T RESENE, ERAUMERS. TWE
ZFLFERRR, FHit, KELCK, R KEEGIE T HEKEERERBEGEERIT
Ao B, PEXMELEETANEREBRE™E, BFINEL T PIEIERIERE SIS /)
“H. #E4it, 2005 F 7 BE 2011 5 12 B, £EHRELEIMEKRYE 102214 4, $R&E
%1 260.6 12T SittEIR, @A KSR EIN T —MEEE, EEEEEFEEEE
Bl ERET . BT kEEARERE, —ElE TR R IARE B S EEITHE T
HBEIEEIA. RIEBA. 2LASH HEPESREHITEWLERE, LUAEIEFLESN. B
ite, ArohEAPERR T AR IS RO FTRE R FETL S, RIRTEEMM T A X R ERE A
BOHNTEFEAEAENE, HREEBHF e, SN EIEE XeSEEXK.

Companies should raise their awareness of the legal risks
concerning commercial bribery and establish an institutionalised
anti-bribery management system. They should also practically
strengthen internal control and compliance management and
develop the corporate culture and code of conduct in compliance,
so as to minimise the legal and moral risks related to commercial
bribery.

—Oscar Chen, Duan & Duan Law Firm
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Latest Legislation and Enforcement on the Third Party Bribery

AT R=ZHHRERIILERE

Latest trends on international legislation and
enforcement

Many nations have started passing new legislation
designed to hold companies responsible for the
behaviour of the third parties acting on their behalf. As
of May 2013, 40 countries worldwide have ratified the
Anti-Bribery Convention of the Organisation for
Economic Cooperation and Development (OECD). The
agreement promises to criminalise bribery of foreign
officials in international business transactions regardless
of whether or not the bribes are paid ‘directly or through
intermediaries’. The U.S. Foreign Corrupt Practices Act
(FCPA) clearly dictates that companies are liable for
either giving bribes through a third party or having
sufficient knowledge that money or things of value given
to a third party would be used, directly or indirectly, as
bribes. It is also worth noting that the liability for third
party conduct is even stricter under the new U.K.
Bribery Act. Any improper payment, either directly or
through ‘associated persons’ i.e., persons who are
acting on behalf of or providing services to the
company, can trigger corporate liability.

In addition to extended liabilities, some of the new
legislations also set much larger incentives for
individuals to report violations. The Dodd-Frank Wall
Street Reform and Consumer Protection Act (Dodd-
Frank Act), signed into law in 2010, contains whistle-
blower provisions that were adopted by the Securities
and Exchange Commission (SEC). Under the new rules,
whistle-blowers who voluntarily provide the SEC with
original information that leads to the successful
enforcement resulting in more than 1million dollars in
sanctions can receive a ‘bounty’ of between 10% to
30% of the SEC imposed sanctions. Employees, former
employees, vendors, agents, contractors, clients,
customers and competitors are all considered potential
sources of original information of violations and are
thereby able to reap the benefits of this act.

At the same time, the enforcement of some anti-
corruption laws (e.g. US FCPA and UK Bribery Act) has
a much wider extraterritorial reach. For example, non-
US companies will find themselves subject to FCPA and
be held accountable for corrupt conduct of third party
agents committed anywhere in the world if they are
listed in a US stock exchange or simply because their
business activities that relate to the misconducts have
US connections. So far, 9 of the 10 largest penalties to
date imposed by US authorities for alleged FCPA
violations were levied against foreign companies and
over half of the Department of Justice (DOJ) settlements
have been against institutions based outside the US.
Similarly, the Bribery Act can extend jurisdiction to
offenses or failures to prevent bribery offenses outside
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the UK as long as there are ‘close connections’ to the W BEIE (BB 7 T [FE 2z SN IE R 3 E 5T

UK. Such connections could be citizens of British TENE BB E T . FTEH “SYEER” 7]
overseas territories or foreigners habitually resident in L EAEESMBHN AR EEEERE
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As companies continue to globalise their business and Lk Z kL IS H MM ESEY

expand their value chains internationally, these new Bt F A HhAT, XL ETHEENS XTI B
trends towards international law and enforcement will 5= R R A SR R A

have profound implications for companies’ third party

strategy.

Survey: From January to March 2013, CBLF and UNGC China Network conducted a survey
of multinational and Chinese companies. The survey sought to investigate how companies in
China manage third parties as part of their compliance programmes. Most of the survey
respondents are Compliance Officers, Legal Counsels, Heads of Internal Audit, Finance
Directors, as well as those in other positions responsible for protecting corporate reputation.
Survey results are shared throughout the document.
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Survey Question 1 VH#ffa)fE—

What kind of third parties does your company work with?
RARSMEE=FE1E?

77.1%o0f the companies surveyed work with professional service or consultancy providers.

77 1% Z MR SEA RS/ FZRREFESE.
Professional service/consultancy providers
B RS /SRR

Supply-side partners (e.g. material suppliers)
HNAFEBASERE GIRRMRER) 67.1%

Other relationships (e.g. joint ventures)

HthX & (nEHERE

Commercial agents/introducers

A RIEB/ PN T

Demand-side partners (e.g. distributors)

BRAEBEERE D HERD

Other
Hith

77.1%




Latest trends on Chinese law and enforcement

Although China has no specific law targeting commercial
bribery, there are many laws and normative documents
with provisions against such behaviour. In recent years,
the newly introduced regulations regarding commercial
bribery demonstrates two major trends. One is the
increasing emphasis on punishment of bribe-giving. The
focus of legislators has expanded from past punishment
of graft and bribe-taking to equally severe penalty for
offering a bribe, thus creating a more comprehensive
deterrent to bribery. The other trend is the newly added
provisions on the punishment of transnational or cross-
border commercial bribery.

The Interpretation of the Supreme People’s Court and the
Supreme People’s Procuratorate on Several Issues
Concerning the Specific Application of the Law in the
Handling of Criminal Bribe-Giving Cases (the
‘Interpretation’),which came into force on January 1,
2013, places the focus squarely on bribe givers by
extending the scope of ‘improper benefits’ and existing
sentencing thresholds. The Work Plan 2008-2012 of the
Establishment and Improvement of the System of
Punishing and Preventing Corruption prohibits
commercial bribery conducted by Chinese companies
abroad or foreign companies in China. The Criminal Law
Amendment (No. 8) implemented in 2011 criminalises the
offering of bribes to foreign public officials and officials of
international organisations. This provides an important
legal basis for combating transnational and cross-border
commercial bribery.

China has few specific regulations regarding third party
bribery. However, by extending the definitions of bribe-
taking and bribe-giving, legislators have placed criminal
and civil liabilities of companies and their third parties
within the scope of existing criminal and civil laws. To a
certain extent, this extension of the law penalises the
practice of commercial bribery through third parties.

The Supreme People’s Court and the Supreme People’s
Procuratorate’s Opinions on Several Issues concerning
the Application of Law in the Handling of Criminal Cases
Involving the Acceptance of Bribes issued in 2007,
specifically criminalises bribe-taking through a ‘special
related person’. According to the regulation, a ‘special
related person’ refers to one who is a close relative,
mistress or lover, or any other person who shares
common interests with state personnel. Commercial
partners are included.
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For civil and commercial affairs, most cases are settled
according to regulations such as the General Principles of
Civil Law, the Anti-unfair Competition Law and the Interim
Provisions on Banning Commercial Bribery. Provisions in
the General Principles of Civil Law make it clear that an
enterprise and its agents will face joint liability if enterprise
instructs the agent to pay a bribe or fails to object to such
behaviour. Legislators have also begun to notice the
bribery risks associated with the buying and selling of
products through an intermediary. Therefore, Article 8 of
the Anti-unfair Competition Law lists detailed accounting
requirements for entering rebates and commissions in
order to prevent potential commercial bribery.

Along with the improved domestic legislation, China has
started to emphasize consistency with foreign legislation
to ensure cases of bribery discovered overseas do not go
unpunished. In May 2013, a Chinese delegation attended
the 4th Session of the Implementation Review Group of
the United Nations Convention against Corruption, and it
has been confirmed that the review process on China’s
anti-corruption efforts is expected to start in July of this
year. This will be the first time for China has been
reviewed since it became a signatory to the Convention
seven years ago. The renewal of the review process
signals not only more extensive Chinese anti-bribery
cooperation with other countries, but also a concerted
effort to expand the scope and severity of Chinese
measures combating corruption and commercial bribery.

Moreover, the Chinese government has made more
efforts to informationise its approach toward commercial
bribery. One example is the Supreme People’s
Procuratorate’s decision to enhance information sharing
of its bribery database. The Interim Provisions of the
Supreme People's Procuratorate on Accepting Inquiries
about Archives on Crimes of Offering Bribes enacted in
February 2013 states that the People’s Procuratorate will
establish unified nationwide archives containing
information regarding criminal bribery. It will then make
this information available for public inquiry. Enterprises
and individuals may apply to the People’s Procuratorate
for bribery records of potential business partners, which
will be a major deterrent to bribe-givers.

Last but not least, the Chinese government has
developed multiple whistle-blowing platforms designed to
combat commercial bribery. With the development of the
Internet and social media in China, there are also more
diverse channels to detect and expose bribery. Currently,
China’s State Administration for Industry & Commerce
(SAIC), Ministry of Industry and Information Technology
(MIIT), the Commission for Discipline Inspection of the
Central Committee of the Communist Party of China and
the Supreme People’s Precuratorate have all established
special information channels and whistle-blowing
platforms, including websites and hot-lines.
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Nowadays, whistle-blowing through social networking M8 B iEEE s M N Y+ 3 4%
sites, like blogs and Weibo, is also becoming a new force  #17%4R, HELMATHMSMB K

and channel in combating corruption and commercial B, &g s H R 2 R .
bribery. ‘

Survey Question 2 EffiEIEE =

Which piece(s) of the following legislation influence(s) your compliance procedures
regarding third parties?
AT HBLEEF M AR X T E=FMENIERF?

62.2% of the companies’ compliance procedures regarding third parties are influenced by
The U.S. Foreign Corrupt Practices Act (FCPA).
62.2%3EZIEMHN WM ERIEFZEE (RIGINEUCE) HIFMm.

The U.S. Foreign Corrupt Practices Act — 62.2%

x£E (RBINERUED

Crina's AnsCormuption feisation - .

thE & B MCEREM

The U.K. Bribery Act | IS 33.3%
EE (REEERD

Other foreign legislation _ 28.9%
HAbEINERENR
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Challenges Faced by Business in China and Response Measures

vk oo Wi i1 0Ee S AV WSS E Y

With increasingly strict law enforcement around the
world, commercial bribery has shifted from largely
direct payments by companies themselves to bribery
utilizing the third parties, intentionally or under the
wilful blindness of the company, in order to gain
business advantages. Since this form of commercial
bribery is more concealed and difficult to detect, the
relevant cases, once exposed, are often shockingly
severe.

Bribes through a third party are often paid in the
following ways:

1. Through signing a consulting agreement with a
professional intermediary with broad
networks ,including excessive consultation fees;

2. Through companies established by the former
officials in close relation with the government or those
enjoying special connections with incumbent
government officials;

3. Through registered offshore companies.

When companies pay bribes in these ways, their
intermediaries often list the bribes as consultation
costs, marketing expenses, fees to advisors. They
may also list them as overseas study tours, payment
of overseas tuition for officials’ children or designated
procurement.

At the same time, the continuous improvement of
international and Chinese anti-corruption legislation,
as well as the broader scope of enforcement, has
forced companies to confront enormous challenges
and risks. Companies must therefore develop a
comprehensive and systematic management
programme, and only in this way can they minimise
the legal risks they might encounter.

1. Enhance legal training. Chinese law defines several
offenses that may be related to commercial bribery. To
avoid violating the law, companies should first have a
good understanding of the relevant legal provisions
and be clearly aware of the boundaries and limits of
the law. In addition, companies should be familiar with
anti-bribery laws in other countries, such as the
Foreign Corrupt Practices Act of the United States, the
Bribery Act of the UK, the Anti-corruption Law of
Germany and the Anti-Corruption Act of Singapore. As
legislation may vary in different countries, companies
also need to familiarise themselves with potentially
relevant laws of other countries in order to mitigate
risks.
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2. Improve their internal control system. Companies
should explicitly prohibit commercial bribery in any
form in their internal management documents (e.g.
employee handbooks) and try their best to list all
potential signs of commercial bribery relevant to their
industry. Companies should also develop multiple
mechanisms to prevent commercial bribery including
regular training, financial and audit requirements,
whistle-blowing systems and designated responsible
staff. They should also explicitly explain prohibited
behaviour to the employees, including the following
relevant situations: having dinners, drinks or
entertainment with local or central government
officials; arranging non business-related tours,
vacations or sightseeing trips for government officials,
their spouses or children; offering excessive gifts
beyond business norms; providing job opportunities for
government officials or their relatives including
spouses or children, etc.

3. Externally, companies can include anti-bribery
clauses in contracts or agreements that they sign with
external partners in order to regulate the behaviours of
both sides. This will help avoid commercial bribery
committed by the company itself or by any third party.
Furthermore, companies should regulate gift and
hospitality behaviour during external business
activities, handle commission payments correctly and
replace kickbacks with clearly recorded discounts. For
transactions involving intermediaries, discounts and
commissions must be accurately recorded.
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Survey Question 3 JFRfEIE=

ENo &

® Don't know

THIE

To your knowledge, has your company had occasion(s)
to suspend its relationship with a third party because of
their failure to properly follow your compliance
procedures in the last five years (e.g. failure to submit
audit reports)?

RERH, AL S FRAFRRHBEE=FERRAR
EMIEF (LR BRAZFEITRE), MELESEXRNE
mn?

35.6% of the companies surveyed had occasions to
suspend their relationship with a third party because of
their failure to follow compliance procedures in the last
five years.

ik 5 %% 35. G%E’]AiL’ﬁ.ﬁg HRERARENIERF
m&IE5HEXRIE
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Chapter lll: Third Party Risk Prevention
BB F=HRERSE

Most major companies work with a wide range of business partners and service
providers. Depending on the industry, these may include: commercial agents and
“introducers” who help develop business opportunities, subcontractors, suppliers,
distributors, and various types of consultants. Collectively, they are known as “third
parties”.

In the past, many business leaders believed monitoring the manner in which third
parties conducted their business was unnecessary: the only thing that really mattered
was that they should achieve results. Today, most international companies have codes
of conduct or statements of business principles that commit both their employees and
their business partners to the same integrity standards.

While statements of principles are indeed worthwhile, putting them into practice can be
a difficult proposition. This chapter begins with a discussion of the risks and
opportunities of working with third parties. It then discusses how leading companies
utilize their business integrity standards when managing relations with third parties.

REXRBAREAAT 2R SEERHFMRSRER. RIETLR S, B85 &
SREFMHSLREWVISH “FEF « 28/, #EE. 2HE, UREEEE
. fgEiRA “B=5" .

d&, REFFTHWANAHTIZHFNALEEZRLCEZAHNSHRE: BH—EEEENE
N ESIAER. TSR, REHEPREWEZFE TITHENFRLENER, EXE
SIS TR S5k 8 F E RIS AR

NRIHARNIZFHIEWEN, BR2MAFEMESRE? ARRERITILESE=FA1EN
REESHIE, ARERITARB M AEETRE = 75 X RN A0 SeriE i s S hnE -

Third parties often perform an essential commercial function,
but they may also present potential integrity risks, and
companies need skill and determination to manage them.

John Bray, Control Risks

EoREELIFEEZNIBINIREE, 16601t E G #HFKEE
I IEMEL . EHEE = HE LI ITHIRL

——John Bray, £ &18)
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Opportunities and Risks

LB S M

Many companies work with third parties in order to
help develop new business opportunities both in their
home countries and internationally. For instance,
banks often work with ‘introducers’ who help them
find new customers for their financial services and
products. Introducers who are not direct employees
of the bank are typically paid by commission, based
on a percentage of the value of the new business
that they generate. Similarly, international companies
that are less familiar with the Chinese market may
employ local sales agents who can speak Chinese,
are familiar with local business practices, and have
wide networks of local contacts. Again, these agents
are often rewarded through commission payments.

Working with these external specialists can be an
advantageous business strategy. Since they are
external parties, their clients do not have to worry
about administrative matters such as office space.
Similarly, they do not need to invest in training or
research: the agents and introducers already have
relevant expertise. In many cases they are paid only
upon successful completion of the assignment, an
arrangement which should suit both parties.

However, from a business integrity perspective,
problems can arise if these third parties pay bribes
on their clients’ behalf. Typical examples include:

- Anagent s trying to sell engineering equipment
to an oil company and promises to share part of
his commission with the executives who
commission the products.

- A consultant offers to pay the college tuition fees
of a government official’s daughter. In return, the
official awards a contract to the consultant’s
client.

Similar problems can arise with other kinds of
consultants and service providers. For example:

- A mining company urgently needs specialist
equipment which is to be imported from
overseas. It employs a logistics specialist who
bribes a customs officer to ensure the equipment
passes swiftly through customs.

- Atax inspector sends a notice to a company
claiming that it owes hundreds of thousands of
dollars in unpaid taxes. The company employs
an accountant who bribes the inspector to
reduce the amount. The accountant includes the
bribe money in his consultancy fees.
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In the past, companies may have argued they had
no need to know exactly how their third party
consultants and service providers conducted their
business: success was the only thing that mattered.
This attitude was always problematic: if you hire a
consultant or service provider, you ought to know
what you are paying for in order to ensure an
efficient use of funds. It is now even more
problematic because both Chinese and international
law enforcement are taking a stricter stance on the
employment of third parties. If companies do not
proactively manage the compliance risks of their
third parties, they will expose themselves to
substantial reputational, legal and financial risks.

Reputational risks

Reputation is the expectations and perceptions of a
company by customers, business partners,
investors, employees, media, NGOs and regulators,
or in short, stakeholders. While reputation is
intangible in nature, it is one of the most important
strategic assets built up over time that gives
companies a competitive advantage.

Even if companies are confident that they are not
legally liable for the behaviours and mistakes of their
third party partners, the expectation and perception
of their stakeholders might be different. Under the
microscope of today’s social media supported by the
global Internet, the misconduct of one small third
party can trigger chain reactions that may eventually
tarnish the reputation of a large multinational
corporation.

Legal risks

The US Foreign Corrupt Practices Act (FCPA), which
was approved in 1977, explicitly forbids bribes that
are given ‘directly or indirectly’ to a foreign public
official. The word ‘indirectly’ covers bribes paid by
third parties. The FCPA also discusses ‘knowledge’
in relation to third parties. In theory companies may
claim that they do not know that third parties have
paid bribes if they have not instructed them to do so,
or witnessed the bribe taking place. However, the
FCPA says that in such cases they have ‘knowledge’
if ‘a person is aware of a high probability of the
existence of such circumstance’ (i.e. a bribe
payment). In other words, it is not acceptable to ‘turn
a blind eye’ if one operates in an environment where
third parties often pay bribes and one does nothing
to prevent this happening.
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Similarly, the UK Bribery Act (2010) states that the
law applies whether the bribe is given ‘directly or
through a third party’, and it specifically refers to
‘associated persons’. The UK Ministry of Justice’s
guidance on the act says that a company’s
associated persons include anyone who ‘performs
services’ for the company, including agents,
subsidiaries and, in some cases, suppliers.

The US and the UK have been particularly prominent
in advocating tighter enforcement of international
anti-bribery laws, but they are not the only ones. A
total of 40 states, including Germany, France, Japan
and South Korea, have ratified the OECD Anti-
Bribery Convention. The Convention requires states
to introduce laws forbidding companies to bribe
foreign officials whether these are paid ‘directly or
through intermediaries’.

In China, regulations and enforcement are also
getting increasingly rigorous. For example, the
recent amendments to Article 164 of the Criminal
Law criminalise bribery of foreign public officials or
officials of international public organisations. Also,
the recent Interpretation of Several Issues
Concerning the Specific Application of the Law in the
Handling of Criminal Bribe-giving Cases expanded
the focus from briber receivers to briber givers. It is
worth mentioning that a violation can arise even if
the bribe is not given directly to an official but takes
the form of benefits to associated third parties, such
as business partners.

Financial risks

An increasing number of companies have paid
multimillion-dollar fines as well as substantial legal
fees on account of corruption cases involving third
parties. Other significant costs would have included
the large amount of time spent by senior executives
who had to focus on resolving their companies’ legal
problems rather than building their businesses. In
addition, all the companies suffered severe
reputational damage, which would have led to the
loss of clients and a decline in market value.
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@ Enforcement Case | : EBSCHSEHISZEZ— \

A North American company employed a distributor to sell its products to government hospitals.
The company authorised the distributor to pay kickbacks of between 10% and 20% to the
physicians who purchased the products. The fees for the kickbacks were included in the sales
price. The same distributor paid a bribe to the government patents office in order to ensure that
the company received patents for three of its products. As a result, the company was charged
with two counts of violating and conspiring to violate the FCPA and agreed to pay a $2 million
fine. The event had a considerable negative impact on the company’s reputation.

—RIAXVFEBRT —REFFELQUERKEE~m. ARRNEEHIMRHEEE~mNESE
10%%] 20%HIEIF0. EIFAEABRMBIHEEN B Z P XAUZHE EBEAEZFEHITH, UHERLE
REI=MERNER. TRARAWERERUARBBEMEAEREE (RBINERCE) , HREX
fF 200 A ETTHITIR. RRFHXARNEEER TR XN EZNE.

Survey Question 4 JEFE]RE MY

What are the compliance provisions in your company’s contracts with third parties?
RARESEZFEITNERES, BMLEIMER?

60% of the companies surveyed set termination rights for breach of anti-corruption provisions
in the contracts with third parties.

HZ AR 7 60%E SE=SEITHARFAE T HHER R EMERITANEFLIER.
Anti-bribery requirements —
§ 48.9%
REBER 5o
ey Eoloted R
PR AR B M
Compliance with relevant legislation N 57.8%
WAL I R EIER =
Termination rights for breach of provisions _ 60.0%
S R R BB I AT A I LEAR .
Right-to-audit clauses 44 4%
witimzy T /4%

Approval for large expenditure or sub-agents

REFHERRIBHIE B (I 31.1%

None of the above

X Lk - 11.1%
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Law Enforcement Case Il ;3 EE#ESEHSEfZEZ—

A logistics company was prosecuted for paying bribes to customs officers on behalf of its
clients in at least seven countries. In return for the payments, the customs officers allowed the
company’s clients to import goods without sufficient documentation or inspection. In many
cases, they paid much lower duty than would have been appropriate, or avoided paying duty
altogether.

The company was investigated by the U.S. Department of Justice (DOJ) and the U.S.
Securities and Exchange Commission (SEC) for violations of the U.S. Foreign Corrupt
Practices Act. As part of the settlement, the company pleaded guilty to violating accounting
provisions of the FCPA and agreed to pay a fine of over $80 million. At the same time, nine of
the company’s customers pleaded guilty and settled related charges with the DOJ and SEC.

—RMRARPIEERRETFRAZVENEREXERITH. FALRR, BXERAITZA
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Survey Question 5 iB#fia)# T

What procedures do you usually adopt when conducting compliance due diligence toward
new third parties?

BATIBERBWL G ARG HESIENE=ZFHITEHRINAE?

73.3% of the companies surveyed conduct due diligence through financial background checks.
73.3% MM S REEEM S ERHNARHEITRIABE.

Search exposed persons or other watch lists _ 35 6%
ERAR A E A SN 2 o

Financial background checks
eEnssy M 7

B3R

Background checks on the owner and management B s56%
HEZAREEMAARERLVEERRESR '

Negative media searches _ 48.9%
RFIRI AR o

Use of externgl§onsultan}s _ 46.7%

B IRSNERIE 5]

In—persc‘m,clr phone inte‘rvi\e‘vyls: O 48.9%
HATEX E SR IETIR

Questionnaires - 26.7%
WERE

Other F 2204
Hith
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Step-by-step Guide to Good Practice
RYFSEEAVIEFS

In a recent global survey conducted by Control Risks,
over half (53%) of the survey respondents cited risks
associated with third parties (e.g., commercial agents,
consultants) as one of their two ‘greatest concerns’,
right after risks associated with ensuring the smooth
running of the business (58%) (e.g., demands for
bribes from customs, police officers, tax inspectors).
This is much higher than companies selecting risks
associated with winning business (29%) (e.qg.,
demands for bribes to secure contracts) or doing
business in particular countries (24%). Risks
associated with third parties are becoming one of the
most pressing concerns that keep senior executives
awake at night.®

Partly as a result of the stricter enforcement of anti-
corruption laws, many leading companies are paying
more attention to the recruitment and management of
third parties. Much of what is required makes practical
management sense, and is not merely a burden
demanded by the compliance programme.

Define the company’s standards

Many companies’ Codes of Conduct include phrases
such as ‘Business partners are expected to adhere to
standards that are consistent with our firm’s ethical
requirements’. Such phrases have little meaning
unless the company has a clearly defined integrity
policy that is supported by senior management, and
actually implemented. This should include guidance on
matters such as gifts and entertainment (what kinds of
gifts and entertainment are acceptable?); avoiding
conflicts of interest; and the company’s policy on
political donations. The overall requirement is a clear
commitment to the prevention of all forms of bribery,
whether to public or private office-holders, and
including bribes paid by third parties.

Document the business case

As discussed above, third parties ranging from
business introducers to tax consultants and building
contractors can perform a variety of useful services.
Nevertheless, there are still important questions to
consider: Is it really necessary to go to an outsider in
this particular instance? Will it be cost-effective? Could
someone within our company do the job just as well?
Will we get value for money? And, if we do employ a
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% Control Risks Survey International Business Attitudes to Corruption 2013. Available on
www.controlrisks.com. The survey was conducted in April 2013 and draws on responses from 316

international companies.
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third party, what exactly will they do?

Such questions are — or should be — a normal part of
commercial common sense. In the anti-corruption
context, they are particularly relevant because the
same question — ‘what exactly do these people do?’
often comes up in law enforcement investigations. If
the company has no plausible answer — or has failed
to document it — it is more likely to come under
suspicion. Has it set up a sham consultancy
agreement in order to pass on bribes via an
intermediary?

Select the right people

‘Selecting the right people’ of course means selecting
individuals and companies with the right qualifications
and experience. It also means making sure they have
a record of personal and professional integrity or — to
use the more technical term — conducting an Integrity
Due Diligence enquiry.

Such enquiries start with basic fact-checking: Does
this person have the qualifications and experience that
he or she claims? Does this company actually have an
office at its stated address? Have you gone to check?
Who owns it? Who manages it? Do they have family
relationships or close personal relationships with
government officials?

Questions should also look at integrity issues: Have
the owners or managers been involved in legal
disputes, or criminal cases? What is their reputation
among their peers in the industry? Are their names
included on ‘blacklists’ defined by governments or by
international institutions such as the World Bank?

Set the right financial incentives

As noted above, it is — or has been — common practice
to pay agents and introducers by commission if they
are successful in winning business, and the
commission is often calculated as a percentage of the
contract. They may not be successful every time, and
it is therefore natural that they expect to be rewarded
handsomely when they are successful.

Nevertheless, if the commission is a significant
percentage of a multimillion-dollar contract, it is
appropriate to ask whether it is truly commensurate
with the services that the consultant has performed.
This is a commercial question: no company wants to
pay higher fees than necessary. It is also a question of
integrity: if the fee is disproportionate, and if the agent
is only paid when successful, there will be a greater
temptation to pay a bribe.
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An alternative approach, which raises fewer integrity
concerns, is to pay the agent or consultant a set rate
for specific services, or to set up a monthly retainer,
possibly in combination with a smaller success fee. In
all cases, it is essential to define and document the
services they provide.

Draw up the contract

The contract must define the services to be performed
by the third party. The integrity clauses must include a
commitment on the part of the third party to abide by
client’s code of ethics when working on their behalves.
And this of course includes a commitment to avoid all
forms of bribery. If the third party does engage in
bribery, the client should retain the right to withdraw
from the contract. Many companies now require third
parties to make a contractual commitment to open up
their records concerning work conducted on their
behalf.

Manage the relationship

Signing the contract marks the beginning of the
relationship, not the end. Depending on the nature of
the service provided, the third party should give
regular reports to their clients, outlining the progress
that they have made as well as any problems that they
have encountered.

Risk-based prioritisation

As most companies work with a diverse group of third
parties, it would be impractical and costly to invest the
same amount of time and resources to scrutinise all of
them in the same detail. Companies need to prioritise
their efforts on relationships that are more likely to
pose corruption risks and tier their approach based on
high risk factors. These factors include but are not
limited to: third parties involving a high-risk
country/market or industry; a previous record of
problematic performance; government connections;
scope and structure of the compensation, etc. Based
on the risk assessment, companies can adopt different
measures to select, manage and review their third
parties. For example, due diligence of a stationery
supplier may only require a brief internet search before
a local manager approves the procurement contract.
On the other hand, if a third party is associated with
multiple high risk factors, companies may need to pay
a site visit, review its certification and internal policies
and check the backgrounds of the owner and key
employees. Sometimes it is necessary to hire a
professional service provider to conduct a full
investigation. A decision on whether or not to employ a
third party in these circumstances must be signed off
by a senior executive.
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Best Practice I: State Grid Corporation — Centralised, Unified, Lean and Efficient
Group Procurement Platform and Working Mechanism

As the largest public utility enterprise in the world, State Grid Corporation provides service to more
than 1.1billion customers in 26 provinces, autonomous regions and municipalities nationwide. Its
assets total over RMB 2.2 trillion. With an annual investment of more than RMB 300 billion, State
Grid has high requirements on the scale, quality, efficiency and effectiveness of its procuring
process. State Grid also regards procurement management as a vital part of the development of
the Corporation as well as the power grid as a whole. Through constant innovation and
improvement, State Grid has built a centralised, unified, lean and efficient group procurement
platform and working mechanism. It has developed a new procurement structure with its own
characteristics by implementing the following steps:

Streamline — A unified material management system

. Simplified the hierarchy of the organisational structure: The Corporation has established the tender steering
team to approve the bidding while major and important decisions will be collectively made by the group of leading
party members. At the same time, the materials department (bidding management centre) and materials
companies are set up in the headquarters of the Corporation and its provincial subsidiaries, and logistics service
centres are set up in regional and local companies.

. Unified the regulations: 42 management rules have been formulated, covering key areas such as tender &
procurement management, contract management and management of bid evaluation experts.

. Unified the operation procedures: Efforts are made to enhance the cooperation among departments and
optimise 34 operation processes along the entire supply chain.

. These practices solved the problems of loose management over materials, low efficiency and weak control of
procurement experienced during the initial stages of the group.

. Unified the catalogues: Following the principle of ‘Five Aspects of Unification’, State Grid categorised materials
by classification code, model, specification and tech specs, and has created a unified procurement catalogue.

. Unified the standards: The Corporation has compiled procurement standards in 106 volumes of 36.94 million
words in 2597 books covering 13 categories of equipments, materials and services.

. Established arigid execution mechanism: The review mechanism at each level has been built to ensure that
these standards are fully followed in every step of the procurement process.

. These practices solved the problems of the inconsistencies in size, technology and standards caused by diverse
demands and wide technological requirements within the Corporation.

Informationise — E-procurement information system

. Integrated all the procurement methods: The procurement methods like open tendering, competitive
negotiation and request quotation are integrated into the electronic system, and the control over framework
agreement, and one-stop procurement contracts are improved.

. Integrated all the supply chain management information: The functions including project management,
contract management, stock and distribution are fully applied to allow for online supervision over the whole
process from bid proposal submission to waste materials auction, so that all the information is shared and all the
operations are permanently traceable.

. Integrated all the electronic procurement functions: The overall tender and procurement process has been
integrated into electronic operations through electronic bidding document review, computer-supported bid
evaluation and so on.

. These practices have improved the efficiency and effectiveness while minimising intervention with its software
and hardware support such as ECP (Electronic Commercial Platform), ERP (Enterprise Resource Planning),
master data management platform, 226 electronic bid evaluation rooms and 29 electronic monitoring rooms.

Centralise — Concentrated group procurement control

. Intensified supervision over procurement at headquarters’ level: Centralised materials management is
adopted, which places procurement at a provincial level under the supervision of the headquarters.

. Enlarged the scale of group procurement: The Corporation has adopted an innovative approach and
established framework agreements for staple commodities and one-stop procurement contracts for office
supplies. The proportion of group level procurement increased from 26% in 2005 to 90% at the present.

. These practices maximised group scale effect, ensured the quality of supplies and effectively prevented risks.
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Professionalise — Closed-loop process management

Established an overall planning mechanism: The Corporation has built linkage between the procurement plan
and engineering project management to ensure timely procurement and provision of goods, accelerate inventory
turnover and avoid over-purchasing.

Implemented closed-loop management of contract: Once a bid is approved, the e-procurement platform will
automatically transfer the results and generate a contract using the standard format to ensure that the contract
signed is consistent with the bid results.

Implemented closed-loop management of suppliers: The Corporation has established a database of
suppliers based on their qualification and performance evaluation and linked it with tender and procurement
processes to ensure purchasing quality.

The practices helped to liquidise company assets, avoid repeat purchase and prohibit illegal or unethical
behaviours such as dual contracts.

Regulate — Tender and procurement supervision system

Optimised the system: The Corporation has established specific procurement offices within the Supervisory
Bureau and the Department of Law and Economy for the Group Supervisory Bureau (discipline inspection group)
to lead the supervision of tender and procurement. It has also established a party general branch, discipline
inspectors and a supervisory office within the materials department (bidding management centre) to support the
supervision of tender and procurement.

Established supervision over the entire process: A supervisory team, composed of supervisors, discipline
inspectors and lawyers, supervises comprehensively the whole procurement process from inviting bids, and
approval thereof to the signing and delivering the contract.

Built cooperative supervision: The Corporation sets up a cooperative supervision committee with focus on
procurement; uses electronic supervision tools to monitor the whole process and track responsibilities; collects
feedback from suppliers on a regular basis and actively receives supervision from the general public and society.
These practices have helped the company to prepare itself for the special challenges of tender and procurement
and the complex social environment, and thereby effectively lower the risks.

Through implementation of the materials procurement platform and working mechanism with its
own features, State Grid is moving toward the direction of a centralised, flat and professional
procurement management system based on standards, regulations and information. It has
transformed the process from a loose to a centralised one: extensive operations are now lean; and
single procurement practices gave way to management over the entire supply chain. These
changes have contributed greatly to the following successes.

Meeting the power grid’s need Saving public funds and social Ensuring the quality and
for fast development resources security of equipment and grid

The group procurement
platform secures the supply for
large-scale construction of
power grids. It also provides
adequate support for the R&D
and supply of equipment for
major innovative projects such
as the Ultra-high Voltage
Power and the Smart Grid.

Since the implementation of
centralised tender process over
six years ago, the total
procurement value of State
Grid has reached RMB 1.0625
trillion, with a saving capital of
RMB 83.8 billion less than the
budget.

In 2011, the failure rate of
equipment fell by 77% year-on-
year, and cases of unplanned
power outage caused by poor
equipment quality fell by 90%
compared to the same period
of the previous year.

Improving the efficiency and
effectiveness of procurement

The electronic procurement
process reduced the time of bid
opening and evaluation by 90%
and 30% respectively. The time
of signing contracts is
shortened from a month to a
week.

Accelerating the upgrade of
electrical equipment industry

The centralised tender process
breaks the geographic and
technological barriers and
provides a platform and
environment of fair play for
suppliers, thereby accelerating
the improvement of technology
and the elimination of outdated
production capacity.

Building the reputation of a
responsible central state-

owned enterprise

Through the procedures like
pre-bid meeting, training
sessions, one-to-one
communication over reasons of
bid rejection, and releasing
quality supervision report, the
State Grid managed to build a
corporate image of being open,
fair and just.

This best practice is based on the article Building a Centralised, Unified, Lean and Efficient Group Procurement Platform and

Comprehensively Improving Materials Management available on SASAC’s website:
http://www.sasac.gov.cn/n1180/n14200459/n14417163/n14519674/14636135.html
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Survey Question 6 YE#FE]EE7<

Which of the following approaches do you adopt in managing existing third parties?
HEEBNAE=ZAK, JRARSRIMTIIMLTSE?

64.4% of the companies surveyed have built approved supplier databases to manage
third parties.
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= . 0,
s eaazg N 37.5%
Regular audits
EHAETT

Regular risk assessment of relationships

with third parties IR 57.8%

MR =T KA EHAIT KU AL

Regular reviews and checks I 31.1%
BITERRETRE

Use of software/technology-based checks
ERRG/ RAFREEE=H

None of the above F 4.4%
KER LAEIBEFE

SR 42.2%

B 13.3%
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Best Practice II: Shell — Building Integrity Alliance with Business Partners

As a global group of energy and petrochemicals companies, Shell was one of the first global
companies to state and share its beliefs through the publication of its General Business Principles
in 1976. Shell's core values of honesty, integrity and respect for people form the basis of Shell’'s
General Business Principles. Shell committed to contribute to sustainable development, balance
short and long-term interests and integrate economic, environmental and social concerns into its
decision-making. Business integrity, including a clear anti-bribery commitment, has been an integral
part of Shell's General Business Principles since 1976. It prohibits direct or indirect offers, payments,
soliciting or acceptance of bribes in any form including facilitation payments. All Shell companies
are expected to comply with the Shell General Business Principles. In joint ventures, Shell uses its
influence to persuade its partners to adopt and apply principles consistent with those of Shell and
expects contractors to conform to the Principles in all aspects of their work with Shell’'s companies.

Ethics & Compliance and Anti-bribery & Corruption (ABC) programme

Shell's Board sets the proper tone from the top and is responsible for Shell's system of internal
control and reviewing its effectiveness. The following diagram illustrates the Control Framework’s
key components, Foundations, Organisation and Processes. All control activities relate to one or
more of these components, including Shell’s ethics & compliance programme.

External Regulatory and Legal Environment, External Stakeholders
Shell General Business Principles

Royal Dutch plc Board, Chief Executive Officer and Executive Committee

Statement on Risk Management Code of Conduct

Standards, Manuals and . . Strategy, Planning and
Guides Delegation of Authority Appraisal

Compliance and Assurance

Businesses, Functions Legal Entities

I roundations [J] Organisation ] Processes

Under the direction of the Chief Ethics & Compliance Officer, and through group-wide ethics &
compliance programmes, Shell works to sustain a culture in which behaviours and decisions at all
levels are fully aligned with Shell’s core values and Shell General Business Principles. This
includes a global Anti-bribery & Corruption (ABC) Programme with mandatory anti-bribery
procedures and controls. These are applicable to all Shell Businesses and Functions, throughout
their operations. The Shell Ethics & Compliance Office, including the Chief Ethics & Compliance
Officer, dedicated legal counsel, programmes and operational support teams, assists the
Businesses and Functions in ABC programme implementations, provides legal advice, monitors
and reports on progress. These procedures, controls and risk criteria are enforced through training
and communications. They are regularly reviewed and revised based on internal audit, reviews and
investigations as well as the latest applicable laws, regulations and best practices.

As part of its ethics & compliance programme, Shell focuses on particular areas with third parties.

This includes continual strengthening of due diligence procedures and clearly articulated
requirements.
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Integrity due diligence screening

The Shell Anti-Bribery and Corruption (ABC) Manual requires Integrity Due Diligence (‘IDD’)
Screening in a risk-based manner across the Shell Group. The IDD screenings result in Red, Amber
or Green risk ratings. Importantly, the risk ratings do not only flag Government Official/Intermediary
or corruption risks. The screenings are broader and include the following: sanctions
restricted/denied party screening, anti-money laundering screening, and vetting for negative media
including environmental permit issues. Although a Red or Amber risk rating does require follow-up,
it does not necessarily flag a corruption risk. Risk-based Integrity Due Diligence is required in the
following activities:

Appointing of
Government
Intermediaries

Awarding of
contracts to
contractors or
suppliers

It requires appropriate due diligence and resolving any red flags raised by
due diligence prior to issuing tender. The engagements must be approved
in accordance with the Compliance Programme.

Due diligence must be performed in line with the Contracting and
Procurement Process (“CP Process”). The CP Process includes pre-
qualification processes and ensures proposed contractors and suppliers
are aware of Shell's SGBP, Code of Conduct and Global Helpline. It also

ensures contractual clauses relating thereto are included in all contracts.

Funding social
investment
activities and
sponsorships

It requires appropriate due diligence on the recipient organisation (e.qg.,
determining if it is affiliated with any Government Official or if any red flags
exist).

It requires that well-documented integrity due diligence, including a written
risk assessment undertaken with Shell Legal; reviewing, when available,
internal audit and investigation reports from the target; interviewing senior
management or commissioning a third party due diligence report for high
risk areas; and reporting the due diligence results to the project Decision
Review Board to develop appropriate legal advice.

Engaging in
mergers and
acquisitions

In addition to the written due diligence required on the prospective JV
partner, the adequacy of due diligence performed in connection with the
selection of other JV participants and the JV's selection of agents,
subcontractors and consultants must also be reviewed. If a new JV not
under Shell’s operational control is being set up, additional controls are
required to seek government approval.

Setting up new
Joint Ventures

Training and whistle-blowing requirements

Where necessary and appropriate, training of other third parties may be facilitated by referral to a
third party training service, by offering such third parties unbranded training materials for them to
consider and edit for their purposes, or (on a case-by-case risk basis) providing training directly.

- Suppliers: Shell Ethics & Compliance Office and Contracting and Procurement staff interact
with key suppliers on ABC awareness to better understand suppliers’ compliance programme
and agree on risk mitigation activities.

- Non Operated Ventures (NOVs): Shell Shareholder Representatives are required to formally
request that the JV boards (or equivalent) adopt Shell’'s ABC program or one that is materially
equivalent. Staff of NOVs can select to complete Shell’s ABC training courses, use Shell’'s
unbranded ABC F2F training materials that adopt the same or equivalent principles reviewed by
the NOV or make their own training arrangements.
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- Shell Operated Ventures (SOVs): Employees of SOVs are subject to the same Code of
Conduct training requirements as those applied to the staff of companies wholly owned by Shell.

Shell has established a Global Helpline which allows employees and business partners to report
concerns anonymously and in their own language. In addition, in its Supplier Principles, Shell also
requires its contractors and suppliers to provide workers with a dedicated whistle-blowing
mechanism. This allows for grievances related to business integrity to be logged confidentially.

Currently, Shell’s contracting and procurement system amounts to about $65 billion in annual
spending. With Shell active in more than 80 countries, its Contracting & Procurement specialists
purchase from thousands of suppliers worldwide. As a result, Shell develops and strengthens
relationships with third parties that are committed to similar principles in both their own activities
and in the management of their own suppliers and sub-contractors.

We want to grow our business, take appropriate risks, move fast and retain commercial focus. But,
we do things the right way and that means we do not cut ethical or legal corners.

7
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Best Practice Ill: China State Construction Engineering Corporation — Building a
Centralised Procurement Management System to Effectively Prevent Third Party
Risks

In the first Business Integrity Handbook, we shared some of the best practices from the China State
Construction Engineering Corporation (CSCEC) and introduced its Guidance for Internal Control
and Monitoring. As the largest construction & real estate conglomerate and house building
contractor in the world, CSCEC works with a large number of diverse sub-contractors and suppliers.
To prevent third party compliance risks, CSCEC has established a well organised procurement
management system with clearly defined responsibilities to ensure an efficient and transparent
procurement process. After years of exploration and practice, CSCEC created the efficiency
supervision system of Four-Feature Inspection and Assessment Model for supervision of
procurement. Moreover, CSCEC developed a centralised procurement platform and enhanced the
online informationlized supervision last year, which further improved its third party risk prevention.

Procurement management structure

CSCEC clearly defines the roles and responsibilities at each procurement level. At the top level, the
shareholding corporation is responsible for supervising the process through building a united
platform, structure and basic database of procurement. At the middle level, the engineering bureaus,
business departments and specialised companies are responsible for pricing through
standardisation of the procurement process, development of strategies and centralisation of
procurement decision-making. At the bottom level, business units are responsible for
implementation through strictly fulfilling the procurement process required by the corporation. This
procurement management system separates powers of purchasing, pricing and supervision to
ensure checks and balances throughout the procurement process.

Four-Feature Inspection and Assessment Model for supervision of procurement efficiency

In order to detect flaws and problems in pricing, supplier selection and acceptance management,
CSCEC created the efficiency supervision system of ‘Four-Feature Inspection and Assessment
Model’ to supervise its procurement process and ensure compliance, transparency and efficiency in
procurement.

Sufficiency

* Whether or not there are sound procurement regulations

» Assess procurement regulations and inspect from 11 aspects and over 60 requirements, such
as allocation of management resources, assignation of performance targets, etc.

Suitability

» Whether or not the procurement process is reasonably designed

« Set performance management objectives, procurement steps and basic standards for each step
from 8 aspects including responsible departments, responsible positions, etc.

Compliance

» Whether or not the implementation complies with the regulations

« Inspect through sampling of the 50 monitoring points covering 18 aspects such as procurement,
tender preparation and qualification review of tenderers

Effectiveness

* Whether or not results meet performance targets
» Compare actual results with assigned targets and conduct validation tests from 8 aspects such
as inventories and procurement costs
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Transparent procurement platform

CSCEC has developed a centralised online procurement platform where all transactions are
recorded and traceable. The platform also allows users to inquire about purchasing prices, share
supplier resources, and coordinate among departments, which then enables CSCEC to avoid
procurement risks caused by internal and external ‘Information Islands’.

CSCEC centralised procurement platform was officially launched in November 2012 and started
operating in 15 selected pilot locations within the corporation. In less than 2 months, the platform
processed the centralised procurement with a total amount of RMB 10.9 hillion, realised instant

usage after launching and greatly optimised the overall procurement process of the corporation.

Impacts of centralised procurement platform:

Improved efficiency with

Instant cost-effectiveness Transparent procurement

informationisation

through centralisation through standardisation

CSCEC reduced the unit Tender process is conducted Through the overseeing of
cost by RMB 30 per ton and fully online with bid opening, the entire procurement by
saved RMB 50 million in bid evaluation and award of the Supervision Bureau, the
Beijing through the bid finished in one day. criteria are standardised and
centralised procurement of the process is traceable.

1.4 million tons of steel bar

in 2012.

Fair competition without

Scientific support with

data collection

black-box operation

38 major suppliers actively Data is shared among the

cooperate and enjoy equal entire group to support

opportunities. science-based decision-
making.

The effective risk prevention work laid a good foundation for the sustainable and healthy
development of CSCEC. In July, 2013, CSCEC ranked No.80 of the Top 100 companies in Fortune
500, moving up 20 places compared to 2012 and it ranked No. 1 of all the construction enterprises
in the world, and fulfilled its strategic target for the period of the Twelfth Five-year Plan ahead of
schedule.

Focusing on achieving sustainable development through the implementation of its social
responsibility activities, CSCEC fully integrates CSR into its business operations and assumes
responsibility for the impact of its business decisions and activities on the society and the
environment. It does this by emphasising corporate transparency and ethics, and is committed to
achieving a harmonious economic, social and environmental development and creating the best
comprehensive value.
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Survey Question 7 JH#falEEt

What are your general compliance requirements towards third parties?

RAREAHMAENE=ZFHHLEK?

17.8% of the companies surveyed have no anti-corruption requirements for third parties.
17 8% ZFMH W E LA RN ER N E =R FRMHEL R EMEK.

Contractually agree to comply with anti-corruption laws — 75 6%
EARFRHEEEFHAT AR BKER o

Have a similar code with your compliance requirements _ 53 3%
FEITATNHE S 5R AR R M R EHER =
Certify periodically they are in compliance with laws
PN o 1A e A . 26.7%
EANERRME A RER [T 26.7%
Anti-corruption training employees represent your company 22 20
NE AT AR R I 22:2%

Accept anti-corruption audits - 31.1%
B RBMEZ

No anti-corruption requirements for third parties W 17.8%
NRIMEPE =R BRTHR R BMEK
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Chapter IV: Third Party Communication
BE: F=HABER

Compliance is a business process that acts as a guardian of a company’s reputation. An
effective compliance system lowers risks while allowing business operations to continue
and prosper at optimal level. Given that third party relationships—suppliers, distributers
and consultancies—are integral to most companies’ operations, companies are
vulnerable to issues and reputational damage arising from the activities of third parties.
Many internal investigations of possible employee transgressions involve business
partners or external stakeholders.

Therefore, establishing and managing successful compliance systems requires well-
functioning external and internal communications, which include but not limited to codes
of conduct, training, hotlines, reports, etc. In most cases, third parties, whether
companies or individuals are smaller in size and may lack the capability to readily
conform. They may also be lacking in their legal and communications resources. This
asymmetry is challenging, especially for ensuring balance, fairness and due process and
must be factored into the operations and subsequent communications of the compliance
system. Companies are wise to deploy adequate resources for third party
communications, as a natural extension of its internal compliance.
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Although third parties are external stakeholders for any
corporation, they are in a weaker position in a corporate
compliance system. Very few companies have established
a fair and efficient system to communicate to third parties
and collect their feedback. Supplier relations should
undoubtedly be lawful in a compliance system, but it
should also be fair and efficient.

John Russell, North Head
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Key Principles
KEg/Em

Compliance is not a one-off event or project. Rather
it is a process that requires on-going communication
in order to be responsive to changes in internal and
external risks driven by major changes in quickly
evolving markets. Particularly in China, the
environment has seen massive changes in terms of
regulations and practices in recent years and
desperately needs reinforced communication with
third parties on sensitive issues. At this stage, the
onus lies on the company to monitor the activities of
its external vendors and interface with their own
people and systems, responding to changes in the
macro environment.

Here are some general principles of compliance
communication:

Know the audience

The compliance team must identify the major
working responsibilities and background of the
internal colleagues in charge of third parties as well
as those of your third parties. The team must then
design a communications plan to address potential
compliance risks, raise awareness of compliance
issues, realise time constraints, and get a feel for
their attitude towards compliance. Moreover, choose
the languages that match both the comprehension
and interest level of the intended audience. For
example, when training ordinary employees, avoid
technical terms and jargon and use more scenarios
related to their daily experience.

Partnership principle

Partnerships are critical to the successful
implementation of compliance. Like any partnership,
the principle for successful compliance
communication is built on an equal and transparent
manner. There are two levels of partnerships:

Internally: Collaborative decision making and
effective oversight. This means the compliance team
needs to respect the opinions of individual business
functions and try to reach a mutual understanding.
Such an understanding can be sought internally by
conducting individual meetings with ‘influencers’ as
useful advocates.
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Externally: This will mean seeking understanding
from third parties and also ensuring the compliance
standards of corporations are practical and fair.
Companies should consider speaking at internal
supplier events or conduct outreach efforts to
industry associations as a way to effectively deliver
messages to third parties.

Cascade clear and fact-based messages

Compliance is not the most enjoyable topic in
corporate communication. In fact, it can be
uncomfortable especially when companies need to
investigate and communicate potential problems.
Therefore, it is extremely important to cascade one
clear message based on fact across the chain. This
helps ensure key members, internal colleagues and
third parties are on the same page. This does not
mean that compliance communication needs to be
dry and cold but do avoid emotional and assumptive
messages as they often lead to confrontation instead
of cooperation.

Reinforcement at different levels

Communication is an on-going progress that needs
to be implemented consistently and be reinforced
constantly. The tone needs to be set from the top
and then emphasised at the middle and lower levels
repeatedly for it to make a real impact.

Message medium match

Modern businesses have a growing number of tools
to use. However they must make sure the message
matches the medium in order for that message to be
understood and accepted. For example, complicated
messages or information can require a face-to-face
meeting, presentational and interactive role-playing
or discussions. This is because nonverbal cues help
to improve the acceptance of the message.

Market customisation

While corporations seek uniform compliance
standards globally, national laws and international
conventions vary. The regulations for acceptable
labour practices, environmental standards,
governance, legal norms and cultural behaviours
differ from market to market. These differences are
challenging for multinational companies operating
across many markets. Moreover, they can cause
misunderstanding and confusion both for employees
and third party business partners. Therefore,
companies need to customise their compliance
communication strategy. This means adopting
equivalent global standards but also adapting the
local compliance policies and communications to
local context and challenges.
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Clarify contentious areas i 9 ah kb

The OECD Convention, U.S. Foreign Corrupt (ZBFAIELREARERAY) « Z£H
Practices Act, 2010 UK Bribery Act and Chinese law (RBINEMEE) « 2010 EEE (R
all have differences in scope, application and WEY | thE R BN R T E 5

definitions. If companies have compliance
requirements that differ from national law and local

KEREEHE,. BRMEX EHBARXH.

customs, these differences should be outlined in ﬁu%ﬁﬂkﬁ’g%%ﬂ%s}ﬂiﬁ“gﬂk%ﬁﬁ&ﬁ’?
plain language briefs or attached as annexes to the ~ ERZE HMIRH], MAIZREREIES
local edition of the Suppliers’ Standards. These BXABFEL SR, X LXBE A M
briefs should focus on the contentious areas and MiELSRANENEnEZE. MNaR
should be readily available, regularly updated and XEMEMETFESERVUNSE, [
clearly communicated. Some of the more ESFHE. EEFITENMTR. EFR

contentious areas that vary from market to market = 5 o W B AT 8<
include, but are not limited to: :Jﬂ:%ﬁ% SEFUNTELRATR

a. Definitions of government or public officials. 1. BFFERKASZSRHEN
b. Acceptable customs and ceilings for hospitality, 2. 1B, EILTTLUEZ e HIFEE

gifts and entertainment. WEHE M AN ERBES ERAET
c. Permissible corporate and individual financial L & B P AT S
support to political parties and campaigns of e 5 ) e .
54t B R AERRFIRYATE A%

individual politicians. o o 4
d. Applicability of freedom of association and ‘E"Lliﬁﬁﬁqiﬂ@@ﬁﬁ#
collective bargaining. B ANVEIRBY A EANE
Hith

e. Scope and ceilings of facilitation payments.

w

No oA

f. Regulations and norms for tax minimisation and
fraud.
g. Other.

Survey Question 8 JHHFEIEE/\

What is your company’s policy regarding business entertainment and gifts provided by third parties
on behalf of your company?

RARANTEZARRRAA RN SBHFMILE, BEFBR?

44.4% of the companies surveyed have restrictions on the category and amount spent, and
re-approval is required in certain circumstances.

EZRAMNEW A 44. 4% ER T LR METMARHS, EREFATEEESELUE.
Allowed with no restrictions h .
R, FATERE] 4.4%

Restrictions on the category and amount spent .
ot 2570 & 80 5 BRI L [EsEl

Category and amount restrictions, pre-approval

KUFMETIRE, EREBER TREEEAH0E P 44.4%

Requires pre-approval under all circumstances

sRmER ThEEEcHe T 31.1%

Prohibited under all circumstances

sewt N 8.9%

Other
Hith 0 2.2%
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Building Compliance Communication Infrastructure

HER AR

Develop communication strategies and tactics

The compliance team must develop communication
strategies and tactics to promote awareness and
acceptance of the compliance system through
orientation and training. Third parties should be
involved in this stage and may vocalise any
concerns. The compliance team should also
respond to concerns and suggestions from internal
colleagues in charge of third parties through
emails, telephone calls and web-based ‘hotlines’.

Build multiple communication channels

A variety of communication media can be used.
For training, companies can utilize video, on-line e-
learning programmes and traditional face-to-face
courses. For periodic updates, in addition to printed
materials, the following methods can be used: CEO
letters, e-newsletters, social media posts and web-
based compliance intranets and sites.

a. Multilingual publication of corporate
supplier standards manual. This outlines
expectations of suppliers for social behaviour,
environmental conditions and ethical conduct.
The content for the last item includes anti-
corruption, conflicts of interest, fair competition,
and acceptable financial integrity and
accounting. The standards should be updated
as laws and regulations change. It should be
readily available to suppliers. Some
corporations even require that a poster of its
standards for suppliers be on display at supplier
facilities.

b. Certification. This entails procedures to obtain
supplier status, verifications, transparent
auditing, remediation and redress.

c. Training. For key suppliers it is recommended
that training be conducted to raise awareness
and ensure standards and risk management.
Some corporations choose to conduct supplier
development programs in developing markets in
order to build greater assurance of compliance.

d. Anonymous compliance violation ‘hotline’.
Questions can be asked and concerns or
violations of corporate standards can be
reported by employees of suppliers by
telephone, email or a website through
confidential channels managed by an
independent company. Violations could include
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those committed by third party suppliers or by
employees of the contracting corporation itself.
Corporations and suppliers should operate a ‘no
retaliation policy’ whereby those that ask about
possible breaches of law, regulation or company
policy will not be punished. If companies
operate in different markets, it is also necessary
to make the hotline multilingual for local
employees to report concerns.

e. Reporting. Report effectiveness metrics, non-
compliance risk assessments and investigations
of possible significant non-compliance cases.

f. Periodic updates. Distribution of latest
compliance communications materials is
necessary. It should highlight updates and
changes in order to reinforce key messages
with suppliers or raise awareness of current
issues and challenges.

Other useful communication channels include:

g. Maintenance of updated internal investigation
guidelines or manual

h. Training for those employees and managers
who patrticipate in any type of internal
investigation

i. Periodic surveys on the effectiveness and
employee attitudes to the compliance system

Acknowledgement and response of the
indication

Upon receipt of reasonable indications of
noncompliance, a preliminary investigation can be
initiated. Indications can come from a range of
sources, including employee and supplier hotlines,
internal or external concerns, or from social and
traditional media. Every concern or request for
advice should be promptly reviewed by the
appropriate liaison person from corporate
compliance and assigned for initial investigation by
the most appropriate location, business unit or
corporate personnel. Acknowledgements to
initiators are necessary.

All investigations should be conducted in
compliance with the corporate internal
investigations guidelines and manual. These
guidelines should prescribe adequate internal
reporting and external communications. All matters
are addressed and responded to without reprisal. In
order to retain confidence, many companies
indicate a target response time in calendar or
working days contingent on the seriousness and
complexity of an issue.
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Once an initial investigation is completed, a written
response is provided to the caller on the results of
the initial investigation or the answer to a question,
regardless whether it is an employee or third party
supplier.

Communication of significant investigation

Significant investigations are initiated by the
compliance team with the consensus of
management. Many large companies have an
investigation strategy focused on a team approach
typically involving other functions and technical
experts. Any third parties central, implicated or
ancillary to the investigation should be informed of
the scope and the anticipated process of the
investigation as early as practicable. They should
also be informed of their rights and responsibilities.
Given the sensitivity of many issues and the
prevalence of social media, clumsy management
and communications by the investigation team can
actually raise corporate reputational risk.

For extended investigations, the challenge is to
maintain cooperation with third parties and other
external stakeholders whose evidence is necessary
for an effective conclusion. Consideration should
be given to providing periodic updates and
indications of their expected future contributions.
Judgment is required in communications to balance
confidentiality with maintenance of goodwill. If the
investigation team’s requests are onerous and
prolonged, pro bono or financial recompense of
costs should be an option.

Post-mortem communication

Formal communications, either by letter or email,
containing the relevant conclusions and
recommendations from the investigation should be
sent to third party suppliers, external stakeholders,
and company employees that were involved. The
content of the communication should be
appropriate for the nature of investigation. For
example, communication to a third party supplier of
goods should contain the factory or facility
investigation/ audit report assessment,
investigation findings and expectations for
remediation. It should also include a clear process
where any questions or concerns regarding the
investigation findings, report assessment or
remediation expectations can be directed.
Companies must also evaluate the overall
compliance policies and process to make
appropriate adjustments for future improvement.
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As China has opened its economy to
international investment, globalisation has
subsequently brought along a variety of codes,
standards and legislation which is increasingly
making their presence felt abroad. By building
effective communication channels with their third
parties, both multinationals operating in China
and Chinese companies extending their
operations internationally can identify the
differences between local markets and home
markets. They can also proactively engage their
third parties with these codes and standards and
improve their performance while simultaneously
mitigating several key risks.

Survey Question 9 E#FRIRE

BEEHEZFMERREHGEFR, ELKREE
], —RIkRE. FRRITHENBEETS
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BIUAYHIRRE, TREALEENEBEEE
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What channels are available for your third parties to communicate, raise concerns and seek

supports regarding compliance issues?

RAREAMLRET ULV S E=ARE M EEI TR, REBUEH I KIFF?

53.3% of the companies surveyed do not have anonymous hotlines or email addresses for third
parties to communicate, raise concerns and seek support regarding compliance issues.

53.3%M R BAE =AM EMEBIEITIAR, {BHBERT RIFFHRHE B ALIERFE.

Phone numbers or email of compliance departments
A AR TRV BB IE S A5 Bk FR TR {4 ik

Training and seminars
VIR TS

Anonymous hotline and email address
[E 2 FALL AN ER TR {4 Hth ik

Confidential face-to-face dialogue
25 M T X T 38 1R

None of the above
"B LREXERE
Other
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Best Practice IV: BP — Embedding Values into Management and Communication

As one of the largest oil and gas enterprises, BP has business operations in more than 80 countries
around the world. BP developed a clear and detailed Code of Conduct, comprehensive Ethics and
Compliance controls/programmes, tailored training programmes combining local culture and
custom, and a hotline- Open Talk- to communicate internally and externally. All these efforts
effectively integrated business ethics and compliance into BP’s business operation.

Code of Conduct —clear, detailed and accessible with practical scenarios

Based on the beliefs and values of BP, the
Code of Conduct explicates in detail the ethic
and compliance principles under which
employees should operate when working with
business partners, communities and
government. The code also outlines BP’s
expectations that its business partners and
contractors should follow similar principles. Key
points related to anti-bribery and corruption,
anti-money laundering, competition and antitrust
law, and trade sanctions are included as well.
Through questions and answers, the Code
provides various compliance scenarios and
cases to illustrate how particular code topics
apply in real work settings.

For example, the Code of Conduct illustrates

BP Code of Conduct: What are conflicts
of interests?

Conflicts can arise if you or a close relative
holds a financial interest with a competitor,
supplier or customer of BP. For any
substantial interest of this kind, you would
need prior written approval from your line
manager. ‘Substantial interest’ means an
interest that might influence or appear to
influence your judgement. As a guide, if you
were to own less than 1% of the shares of a
publicly quoted company--or earn less than
10% of your net worth from an investment--
this would not normally cause a conflict. If
you are in any doubt, check with your line
manager or Legal.

the concept of conflicts of interest with real scenarios to help employees identify and avoid potential
conflicts. Also, with regard to gifts and entertainment, the Code of Conduct clarifies how to get
approval for different amounts of gifts and from what departments. BP also established an online
gift and entertainment registration and approval tool to avoid risks of bribery. It requires all the
activities to be open and transparent, compliant with local laws and regulations and recorded

accurately in the company’s book of accounts.

Moreover, BP takes disciplinary actions such as dismissals and termination or non-renewal of
contracts that failed to comply with the Code of Conduct. By doing this, BP conveys the message
that it treats non-compliance or ethical misconduct seriously and holds employees and/or third
parties accountable for proved misconduct or breach.

Training—global standards, local approach

BP Code of Conduct: May | go to the show?

A supplier offered me two tickets to a top
London show. They cannot come with me
themselves, but have told me to take a friend.
The tickets are not worth more than $75 each.
May | accept them?

Because the supplier is not accompanying you,
the tickets are a gift. The maximum value of
gifts you can accept without approval is $50, so
you will need to get approval from your line
manager (unless you are a group leader, in
which case you can self-approve).

Based on its ‘zero-tolerance’ stances on non-
compliance, BP designed different training and
refresher sessions regarding third parties. These
take into full consideration the local regulatory
environment and respect the local culture and
customs. These sessions are conducted in
diverse ways, which allow for the values and
expectations to come alive in local context.
These methods can include e-learning and face-
to-face lessons. For example, for field workers in
Brazil with various levels of education and
literacy, BP developed training sessions of short
interactive play using local actors and references.
In China, the local laws/regulations about gifts

and entertainment are also taken into consideration in its daily practices. Every year, BP engages
employees in the Code of Conduct certification. Participation in such certification is mandatory for

senior leaders up to the group chief executive.

43



The content of the training for the third parties mainly focuses on the following areas:

- Basic concepts of bribery and corruption; relevant rules regarding anti-corruption in the Code
of Conduct

- The latest laws and regulations, such as the UK Bribery Act, the U.S. Foreign Corrupt
Practices Act and cases involving third parties

- The definition of "government officials"

- The management of sensitive areas, such as gifts and entertainment and facilitation payments

- Due diligence of the subcontractors and distribution agents

- Channels for third parties to seek help

Open Talk - 24-hour global confidential helpline for people to speak up

BP is committed to providing an open environment where people are comfortable to discuss their
questions or concerns with supervisors, local ethics and compliance leaders, legal and human
resources, the ethics and compliance team and BP’s helpline Open Talk.

- Operated by an independent company, Open Talk is a confidential helpline that is available
anytime and can accommodate calls in more than 75 languages. Concerns can also be raised
to Open Talk by fax, letter or online.

- Employees, contractors and other third parties can contact Open Talk to raise concerns and
seek guidance about compliance with the code or ethical matters.

- The Open Talk operator then passes on the report to BP’s Open Talk team for assessment and
further action, as appropriate.

Value based communication

BP believes that value is the fundamental safeguard of business integrity. Any regulation or
supervision, regardless of how strict and detailed it might be, cannot be perfect. Therefore, the core
of BP’s third party communication is to achieve real buy-in of its values and stand up for these
values-which are safety, respect, excellence, courage and one team-with its business partners.

‘To be a trusted company year after year, we need to work to a consistent and higher set of
standards and follow them in everything we do and say, every day, everywhere we work.’
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Best Practice V: Trina Solar — Promoting High Business Ethics Standards with
Suppliers and Partners

Over the last two years, the Chinese photovoltaic industry struggled with challenges from changing
trade policy in overseas markets and industry consolidation in China. As a global leader in the
photovoltaic industry, Trina Solar considers sustainability, fairness and business integrity as an
important part of its long-term strategy and actively promotes high standards of business ethics
among the third parties. All these efforts have helped Trina Solar mitigate internal and external risks
and maintain steady development through adverse conditions.

Global Business Ethics Steering Committee

In 2010, Trina Solar set up a dedicated function, its Business Ethics Steering Committee. This
committee is headquartered in China and oversees its global business. Led by officers from the
Department of Internal Audit and Control and supported by the Departments of Legal Affairs,
Human Resources and Public Affairs, the Committee is responsible for leading Trina Solar’s
business ethics development, training and promotion. It is also tasked with coordinating supervision
and governance. The Committee established channels, such as an ethics hotline and an anti-fraud
mailbox, to identify potential risks and deal with them accordingly.

| Legal Supervision Internal Audit
Lega Actions & Control

(Group Leader)

Affairs
Business
Ethics
Steering
Committee

Public External Traini Human
Affairs \Communication 2lng Resources

Codes of conduct on legitimacy, integrity and fairness

Trina Solar regularly amends its Code of Business Conduct and Ethics to integrate the latest laws
and regulations both at home and abroad. Based on the code, the company also developed a
detailed Management Policy for Gifts, Hospitality Offering, Anti-fraud Reporting Policy, and other
corporate compliance policies regarding documentation and information disclosure. These codes
and policies reflect the values of Trina Solar and set relevant operational guidelines. All employees,
including executives, advisors, and full- or part-time workers, are required to perform all business
activities legitimately, honestly and fairly.

Externally with third parties, Trina Solar strongly advocates the highest business ethics standards. It
emphasised its codes on business ethics during the supplier conference, and signed the ‘Integrity
Commitments’ with existing suppliers and partners. In addition, the company considers business
ethics as an important criterion for supplier selection and on-going cooperation. During its vendor
evaluation process, Trina Solar measures elements such as records of fraud, violation of labour
laws, sound internal control system and its implementation, and internal training on business ethics,
in its evaluation sheet. The aim is to lead and promote a high standard of business ethics when
dealing with suppliers and business partners.
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Innovation in on-line and off-line training

Trina Solar introduced the E-Learning System to supplement traditional classroom teaching. All
new recruits will receive an E-Learning account and mandatory courses on business ethics. In the
middle of each month, employees will be reminded to take their courses by the system and receive
credits upon completion. To create incentives, all credits can be converted into T-coins and top
students can receive extra T-coins which can then be exchanged for tangible prizes. The training
centre also organises quarterly and annual seminars for employees in combination with an
employee evaluation of practical application after the certification training. This provides employees
with an opportunity to exchange ideas and win awards.

This system is also used during training on business ethics and third party compliance. For
example, Trina Solar conducts the Business Ethics Test to examine employees’ knowledge of the
anti-corruption rules in the Criminal Law of China, the FCPA and the Sarbanes—Oxley Act as well
as the company’s procedure on gifts and hospitality and whistle-blowing channels.

Through continuous and innovative efforts to promote ethical and responsible practices both
internally and externally, Trina Solar worked to advance its technology, efficiency, quality and
service while concurrently adhering to the highest standards of business ethics. Trina Solar was
ranked first in the solar industry for sustainable growth by PricewaterhouseCoopers (PwC) in 2012,
and was recognised as one of the 50 Chinese Global Challengers by Boston Consulting Group
(BCG).

There is no best, only can be better. We advocate all stake-holders to work together to do more,
and cultivate a sound and sustainable business environment!

Survey Question 10 E#FEIEE+

How important a factor is compliance when your company is assessing third parties?

RAREHMEE=ZS, ANAEGARREELEER?
6.7% of the companies surveyed are willing to pay more for better compliance management.

B 6. 7% ARIERAEAEEEHENE =S MTESHMNE.
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Survey Question 11 @RI +—

Do you have procedures to promptly and directly communicate with and engage with your third
parties when working with them during the following processes?

EUTEE=AaENERES, RARAREEEIERF, REZFREANERBABHS5?

11.1% of the companies surveyed have procedures to promptly and directly communicate with
and engage with their third parties when reviewing related compliance processes and policies.

11 1%EF EM e LAERRERE= 54 MR NB AN S IR = 5 R EE S
#25.

Initiate, unfold and conclude an investigation — 22 204

Fia. RARER—TUFER

Establish performance indicators (KPI)/ MBOS _ 11.1%
N K BEUEIR AT ETE B AR

Review related compliance processes and policies _ 11.1%
@ g & B A2 AN BUR AT

Launch investigation/procedure changes _ 11.1%
BTESR AT RIZE AT
Communicate to other parties on issues and crises _ 22 204
BB B S H A F 2548 X 75 TR @AY '
e e [N 20.0%
BENEBELRFERAPEE=FABHES '

1%;Flzz%
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Best Practice VI: China Communications Construction Company — Building a Firewall
against Compliance Risks for Overseas Business to Ensure the Success of Its ‘Going
Global’ Strategy

As China’s largest international construction contractor, China Communications Construction
Company (‘CCCC’) is engaged in infrastructure construction in more than 100 countries and
regions around the world. In 2011, overseas business contributed 31.2% of the company’s total
profits. With its continual development, a rapidly expanding overseas presence as well as growing
competitiveness and brand visibility, CCCC increasingly finds that operation in compliance is crucial
to its healthy and sustainable development in overseas markets and the achievement of its
strategic objective of ‘growing into a world leading company by pursuing strength and excellence’.
To this end, CCCC has established a compliance risk management system for its overseas
business, which aims at ensuring the compliance of CCCC with the requirements of the laws and
regulations of the countries that it operates in and the relevant rules of international organisations.
In this way, it shall prevent major compliance risk events, and effectively guarantee the success of
its overseas expansion strategy.

Establishing an overseas compliance risk management system through in-depth research
and comprehensive benchmarking

After careful study into relevant overseas laws and regulations, the compliance requirements of the
World Bank, the international conventions on compliance and the relevant best practices, in-depth
surveys into its subsidiaries with overseas businesses, and a number of seminars on compliance in
overseas businesses, CCCC has identified eight high-risk areas: procurement, bidding, contract,
payment, donation and sponsorship, business entertainment, employee behaviours and third party
management. Meanwhile, to address these high-risk areas, CCCC benchmarked its current
management approaches against the best practices, identified weaknesses in compliance
management and proposed recommendations for improvement based on the best practices. For
example, CCCC has added a requirement for compliance due diligence on any new or existing third
party partner, established standards for compliance risk assessment on third parties and managed
them according to their different risk levels.

CCCC has developed the Measures for Compliance Risk Management on Overseas Business
together with eight other measures and supporting operational guidelines. These measures served
as the basis for establishing the basic policies, working system and mechanism of the compliance
risk management in overseas markets. These documents specify detailed requirements regarding
the application of compliance management, communication of compliance information, and the
reporting and response to major compliance risks.

Measures for
Employee
" o for Compliance Measures for
castires 10 Management Compliance
Compliance Management on
Management on Business

Third Parties Entertainment

Measures for M for
Measures for Compliance Ceasulrles or
Compliance Management on ALHIENES

Management on Overseas Management on
Procurement EUETESS Donation a|_1d
Sponsorship

Measures for
Compliance
Management on Measures for
Bidding Compliance
Management on
Contracts

Measures for
Compliance
Management
on Payment
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In specific implementations of these measures, CCCC has adopted internal control measures such
as authorisation control, separation of incompatible duties and preventive and detective controls to
prevent compliance risks in the eight high-risk areas. Take business entertainment management for
example, to prevent malpractice by multi-level checks, an authorisation control is imposed, which
requires that business entertainment activities be reviewed and approved at two to five levels
depending on the specific matter and cost involved. In addition, application in advance is required
as a means of preventive control, and the reimbursement must be subject to review and approval
for the purpose of detective control.

Establishing four lines of defence against compliance risks

Based on these efforts, CCCC has established four lines of defence against compliance risks to
prevent potential risks and maintain the sustainable, stable and healthy growth of its overseas
business. The four lines of defence are as follows:

Detailed Compliance Responsibilities / \
and Requirements for Employees

Compliance Checks on High-risk
- Clarify a code of conduct, sign Issues

compliance statements, and specify
compliance responsibilities N - Conduct compliance due diligence when
- Maintain strict standards when recruiting recruiting employees of high-risk

for high-risk positions, conduct positions and selecting partners
conpliance background checks, ienview - [ SR

and sign compliance statements and blIJEsmess entertainment .

integrity commitments - Ensure t_hat gifts _anc_i entertainment

- Conduct compliance training according comply with the principles of business

to different levels and categories entertainment

- Establish the assessment system of

employees’ compliance performance

ﬁoint Compliance Officers \

- Appoint compliance officers in the

Group, its subsidiaries and any overseas Cross Examination on Compliance
branches and offices with three or more

employees - Regularly designate compliance officers
- The compliance officer shall conduct to conduct cross examination on
compliance checks on high-risk areas overseas subsidiaries

such as the recruitment of third parties, - Regularly examine the implementation
receive internal and external complaints of compliance procedures and the

and reports of violations, and organise performance of compliance officers
investigations into noncompliance

incidents.

- The compliance officers at various
levels are authorised to report directly to

their superior compliance officers
@rding major issues. /
The establishment and operation of the risk compliance management system for overseas
businesses has played an important role in ensuring the smooth implementation of CCCC'’s
overseas expansion strategy. The company has experienced a rapid growth in its overseas

businesses and was ranked number one on the list of top Chinese international contractors made
by Engineering News Record (ENR) for six consecutive years.

CCCC has always upheld its corporate ethics of ‘keeping promises and faith, being grateful and
repaying the society’, and persist in operating with integrity.
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Chapter V : Third Party Risk Detection and Correction
FHE: F=HFNKERAIIFKIE

As the world economy sputters, organisations rely more and more on cooperation and
sharing with business partners. However, engaging any third party carries a
significant degree of risk of the unknown. This is particularly pertinent in emerging
economies where inadequate corporate governance, corruption, inconsistent
enforcement of laws and regulations, and immature dispute resolution mechanisms
are common place.

Staying ahead of the critical threats requires a kind of preparedness that many
organisations do not want to invest in. No one wants risk to become crisis, which is
what this chapter is about: preparing for potential third party risks in order to avoid
crises that destroy value.

AEKRELFWENERT, BlRRERERBTISKENEGESHZE. RMEMA
FZFHSIABSHERBREORMXE, XEFHZFEAL ML, EAlESIRT
. BY. FEREANEES. PUETEAURMBFRINFITEASFARIEEEE.

e M FEEEAMEF TR ES, BERRSEVABAERXFELENE. REAREE
BENKEEZT AR, RERAENEEAST —HNZIANN R AT TREERNE=F
RS EF %, LB ERE RIRE QL RMERNRL.

Prevention against third party fraud risk is a critical
component of a company’s risk management system.

Yuk Lam Cheung, Deloitte

Xt E= T BT EM L AR B R Al N i EFERT BB AS 7 —
—KEM, EEH
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Key to Identify Third Party Risks
& I SE = 75 1) R

Identifying third party risks requires systematic,
continuous, and institutional monitoring. A successful
risk monitoring system should include the following
elements:

1. Effective reporting channels

According to the Association of Certified Fraud
Examiners (ACFE) s statistics of international fraud
cases in 2012°, detection of over 43% of the cases
originally came from tips. Organisations with reporting
channels in place saw a much higher likelihood that a
fraud would be detected by a tip (51%) than
organisations without reporting channels (35%). More
than 11% of frauds in organisations without reporting
channels were caught by accident. This proves the
importance of setting up effective reporting channels
and ensuring that employees and business partners
know them well.

2. ldentifying risks through independent audit

Generally, third party problems are less-visible,
especially when some company employees are in
collusion. Having independent and experienced teams
to monitor business relationships is crucial to ensure
the company grasps the real situation. Companies
should consider requesting reasonable audit rights to
third parties.

3. Regular risk assessment

Different types of third parties involve diverse levels of
risks: an individual agent's risk level is substantially
higher than that of a certified service company.
Regular risk assessment on business partners based
on their background, nature of the services or goods,
and the scale of transactions helps to identify high risk
third parties. This also allows for proper resource
allocation and improvement of risk controls.

4. |ldentification of red flags

‘Red Flags’ are warning signs of potential risks that
should not be left unaddressed. They could be new
information, abnormal activities or unexpected
circumstances that increase likelihood of non-
compliance. Identifying these red flags enables
companies to detect problems and adopt extra
precautions to mitigate potential risks before the
situation escalates into a serious violation and a costly
settlement. Both the United States Department of
Justice (DOJ) and the Serious Fraud Office (SFO)
have provided a list of "red flags"(or "corruption

® 2012 Report to the Nations on Occupational Fraud and Abuse

° (2012 FRKEHESKAERRE)
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indicators”) on their websites to help companies be
alert to the risks. Here, we have listed a number of
typical ‘red flags’ related to third party compliance
risks. Please note that the list is only illustrative and
not exhaustive.

Indirect or unusual payments:

Payment can be made through shell companies or
offshore bank accounts outside of the country
where the services are being provided.

Unusual upfront or excessive payments have been
requested by the third party.

Unusual government or individual relationship:

The third party has family or business ties with
government officials.

The third party is suggested by a public official,
particularly one with discretionary authority over
the business at issue.

Uncooperative attitudes:

The third party is reluctant to provide business
references.

The third party is hesitant to make anti-corruption
compliance commitment in an agreement.

Discrepancy of information:

The third party appears to lack sufficient
capability or staff qualifications to provide the
services or goods for which it is being engaged.
External staff, firms or agencies not previously
mentioned in the agreement were involved as the
main point of contact.
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Best Practice VII: China Eastern Airlines — Reform and Innovation in Risk
Management and Internal Control System

China Eastern Airlines, an enterprise with remarkable achievements in the past, was once struck by
a crisis because of the blow to the civil aviation industry caused by the global financial turmoil.
Meanwhile, the periodical fluctuations of the civil aviation industry, the increasingly intense
international competition, the rapid development of high-speed railway as well as the new
developments in the industry such as emerging information technology and the stricter regulations
on energy conservation and emission reduction, have brought new opportunities and challenges to
China Eastern Airlines. As the first listed civil aviation company in China and a global aviation
company listed in Hong Kong, New York and Shanghai, China Eastern Airlines started the strategic
transformation of its internal audit in 2009 with a number of reform and innovation measures to
strengthen risk management and internal control system, such as intensifying its audit and
assessment of relevant third parties like external suppliers and establishing an effective
collaboration mechanism for internal and external risk control.

Priorities for Transformation of Internal Audit

Improve the Organisational
Structure

Maintain independence and

authoritativeness

At the Group level: General
Manager is in charge of internal
audit and is directly responsible
to the leadership of the Group
At the Listed Company level:
dual reporting to the CEO and
the Audit and Risk Management
Committee led by the
Independent Director

Improve the management structure:

Establish a Chief Auditor system
Centralised internal audit
management structure
Centralised management with
division of responsibility
between different levels

Standardise and normalise:

Formulate the Group regulations
for internal audit management,
and improve the ‘basic laws’ of
the Company’s internal audit
Improve rules and system
including internal control
manual, audit manual, business
rules and operation standards

Build an internal control team

Joint office for both the Group
and the List Company
Vertically it extends from the top
executives of the Group to basic
units

Horizontally it covers all
functional departments in the
company’s units at various
levels

A backbone team consisting of
over 150 persons

Clarify Roles and Responsibilities

Establish three-in-one responsibilities

Conduct internal audit

Provide comprehensive risk management
and internal control system

Lead the board of supervisors of the
Group’s subsidiary companies

Transform from preventive financial audit to
value-added management audit, highlighting
third-party risk management and control

Provide audit supervision: financial audit
as a traditional function

Provide independent assessment:

1) Assess internal control, risk
management and corporate governance;
2) Enhance prevention, construction
and foresight through process control and
beforehand supervision instead of
subsequent supervision

Provide consulting service: provide audit
reports, management proposals and risk
warning reports to the company’s
management, and making use of the audit
results in multiple ways.

Audit third parties: strengthen risk-
oriented due diligence and audit on
external suppliers, and support the
improvement of management and control
over the supply chain and the overall
value of the enterprise

Communicate, collaborate, implement and

improve

Build a direct and effective communication
mechanism with the Strategic
Development Dept., Finance Dept.,
Human Resources Dept. and Legal Dept.
Establish and improve a long-effect
mechanism for rectification, give full play
to the synergistic effects of audit, finance,
law, supervision and other functions, and
step up efforts to implement audit
rectification

Strengthen Capacity
Building

Improve the

professional capacity of

the internal audit team

e Recruit talents with
knowledge and
experience in areas
such as
infrastructure, IT,
marketing, etc.

e Encourage staff to
pursue professional
qualifications

e Provide diverse
forms of training with
rich content

Introduce external

support

e Enhance
communication with
external audit and
track the
implementation of
the audit results.

e Employ external
experts to provide
service in areas of
their expertise

e Establish an
information system
platform for all-round
risk management
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Based on the priorities above, China Eastern Airlines has established the following risk
management and internal control process to effectively improve the timeliness of risk management
reporting and strengthen the early warning and control of major risk sources in security, markets,
investments, law, finance and integrity for business at all levels.

Collection of Original
Data

Working Priorities of Annual Risk
Management

Risk Assessment

Formulation of Risk Early-warning and

TN ST A Management Strategies Monitoring of Risk

salouabiawg
weolubls 01 asuodsay

Internal Control Optimisation Risk Response

Compilation of Comprehensive Risk Management Report

Audit of Internal Risk Control

Assessment of Internal Risk Control

With these series of measures, China Eastern Airlines has significantly improved its management
over the risks in both its internal operations and external third parties. This provides a guarantee for
the company to achieve its objective of growing into a strong and competitive world-leading aviation
enterprise.

In the process of development, China Eastern Airlines stuck to the compliance principle of
‘behaving with honesty and integrity’ in its operation and has established and improved a three-
dimensional bribery prevention mechanism, which integrates culture, system and technology. It also
wholeheartedly assumes social responsibility, improves the ability of sustainable development and
is committed to creating values for the society and the public.
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A Good First Response Strategy
Y ey 58— BR8] R 3o} [ R

Allowing fraud to go unaddressed in any company is
not wise. An internal investigation should be
conducted, if for no other reason than to stop fraud or
send a message throughout the company that fraud
will not be tolerated.

1. Tailored investigation plan
Before investigation, organisations should consider:

e Deciding who needs to know

e Determining the objectives

e Identifying who should be involved in the
investigation team

e Determining the roles

e Considering whether or not to contact the third
party involved in the incident

¢ I|dentifying misleading and malicious allegations

e Deciding whether any outside help (forensic
accountants, lawyers and etc.) is required.

e Covert investigation or overt investigation

2. Assembling the right investigation team

The investigation team should have an understanding
of the business between the company and the third
party, no conflicts of interest, sufficient experiences
and skills, and a willingness to find the truth. External
lawyers, forensic accounts, consultants and industry
professionals can usually provide excellent support.

3. Securing evidence

Have the right supplies on hand for collecting and
handling evidence (especially electronic evidence,
corporate data and original documents). ‘Shock and
Awe’ is a good approach to catch individuals in the act
and minimise the risk of losing information.

4. Documenting facts and findings

Timing is one of the key facts in conducting an internal
investigation. Act immediately, gather facts from the
parties and/or witnesses directly involved, but avoid
seeking or using opinions. Prepare individual
documents summarising the information provided by
each of the parties and/or witnesses.

5. Reporting and actions

Summarise the basis upon which an investigation has
been initiated, the investigative scope and disclaimers
and methodology, detail the narrative of facts with
authoritative references, and discuss the findings,
conclusions and recommendations. Organisations

62

HEMAR, FEHFREOBEARHTHE.
BIER ARMRRE, RAHIEFEIRAL
AN ABERITH, RRAMMIZHEITAEE
EO

—. BESEFRAEITR
EEFREZH, RENHERE:

o REWENIZAIE

o REPERE

o THEREMRPALS

o MWMEMSREZBRRAR

o FTFESHUREMME=7HEM

o HARSHHEERIIEE

o RERBFBINBINEN (FIAEIES
. BINE)

o XARKAELEAFHFELN

= HESERZEEN

— M EEBENREEANRIZTRARME=S
HER, REF@DAR, BEEBHNAES
WA, AEEEEEHNEME. MR
BIm SRERIHm. FiEm. Tl E AR
EIERERMIRAEAN.

= IR

fEFERIN A XNZE M ERMEIRIER CFF
B R EFIEHE, ARBEMREE) .
‘WHAE” WAREEEIIT, BEH
FRER R IERIE KRB .

M, EREXLS5ZHR

B [E) ik R A RREEITEIRI KRB 2 —. A
1780, MEHHNEZRSSHM/EBTERSE
EX; FREFERNE, BRZM1EENK
BIRHENE. EAS5EN/ZBEERM
HIER AR BT,

I RESITH

BEREARNEMSELZ . BENERE
SR FAREBEARGE, FRmERES
HREATENIFHERE, ®TAERI. &
WAKEW . $RHFELR, RRENIZE
AR TSN, PlanE@IFL. L



may then consider potential next steps, e.g. legal
action, disciplinary action, insurance claims or
extended investigation.

6. Remediation and communication

Short term plans: organisations should assess internal
control, identifying the deficiencies within a control
system, and improve procedures on third party
management. Long term plans: organisations should
hire the appropriate third parties, set the right ethical
tone within the organisation, and communicate this
tone to business partners. Organisations should
expect the unexpected and have a fraud response
plan in place.
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third parties.

Due diligence
RIVAE

Risk assessment

XU VS
Compliance training
AMEI
Compliance related communications
B A ENEE
Whistle-blowing cases
=S ESL]
Investigation of compliance problems
BHEEAIAE
Review related compliance programme
AT E N EmGE
Corrective measures and sanctions
iB] B 2Y IE FNAL 57745 e
None of the above
[t - 193°
Other
Hit

Does your company maintain documentation relating to the following issues?

75.6% of the companies surveyed maintain documentation relating to risk assessment of their

75.6% Ry SBIT B = TR KB I R BB X HHE RIS SR
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Best Practice VIII: Ping An — IT-based Operation in Risk Management and Internal
Control Systems

As the first joint-stock insurance company in China, Ping An Insurance (Group) has developed into
an integrated financial services conglomerate that provides a full range of diversified but closely
coordinated services in insurance, banking, investment and other financial businesses. Adopting an
innovative concept of compliance management and risk control, Ping An has established a system
comprising of a fully integrated IT operation in an effort to realise a balance between efficiency and
effectiveness.

‘Three-In-One & Three Lines of Defence’—compliance and internal control management

The system of ‘the Group Headquarter keeping control, separate operation and supervision of
different types of business, and overall listing’ endows Ping An with the unique advantages of ‘dual
control’. The term ‘dual control’ means that while in strict compliance with the relevant laws and
regulatory rules, the Group Headquarter works with regulators to conduct ‘dual supervision’ on its
controlling subsidiaries in core business fields by participating in the major decision-making process
of their Boards of Directors. In this process, the Group Headquarter follows the principle of
supervision without interference and positions itself as the creator of commonly shared values. In
addition, it plays the role of a strategic steering wheel, a signal light directing what can and cannot
be done in operations and a gas station for business development. Regarding the term ‘supervision’,
there are five major dual control systems, namely, the dual financial control, dual auditing, dual
internal compliance control, dual planning and implementation, and dual accountability of the
leaders. The term ‘without interference’ means that the Group Headquarter does not participate in
specific business operations or interfere with the daily management of any subsidiaries.

From the headquarter to subsidiaries and even local branches, Ping An has integrated a
comprehensive internal control and risk management system. Through enforcing the
responsibilities and collaboration of the three lines of defence-namely, business and functional
departments undertaking management; compliance and risk management departments
coordinating support; and audit and inspection departments conducting supervision and inspection-
Ping An has managed to improve work handover and information sharing and established its
‘Three-In-One’ system. This system manages risks before, during and after any business
transaction to ensure effective risk control and a steady development.

Risk Management Audit & Inspection
Dept. Dept.

Compliance Dept.

i

M Business review Help with ri !
. p with risk ; P Truthfully report . . i

W Product review quantiicaion u R!sk Quant_lfllcatllon riskinformation | ™ Audit planning !
W System review M Risk Classification '
. — B —— |

M Procedure review | !
i 1

® Compliance and Check if risk ‘ ) ;
operational risk identification is Provide past data ;
identification comprehensive .

Check if
indicators align
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B Compliance inspection
B Compliance consultation

M Risk indicators design W Risk data analysis
M Risks evaluation B Systematic risk analysis
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IT based operation — a balance between efficiency and effectiveness

To optimise compliance management, Ping An adopts an IT-based operation in risk management
and internal control. Requirements from different departments are prioritised across multiple
dimensions and developed into need-based rules that benefit corporate development. Later, these
rules are formalised into regulations and incorporated into a corporate system that is operated and
managed through an IT-based platform. The IT system realises a balance between efficiency and
effectiveness through such functions as an automatic logic check, automatic workflow, etc.

* Automatic workflow —to simplify processes

When internal control is integrated into daily work, employees need to resolve many specific and
complicated issues. The ‘Automatic workflow’ simplifies the repeated internal control work and
makes it more efficient. This system will automatically assign different roles of internal control to
staff members and require them to respond to internal control requests. It will also send reminders
through emails at a pre-set time to different employees according to the workflow, providing them
with relevant instructions and guidance.

e Separation of duties —to avoid cronyism and nepotism

To prevent personal relationships from influencing internal control, Ping An’s approach is to
incorporate as many key control points of codes and procedures as possible into the IT system. For
example, through permission settings and centralised management, the system separates duties
and avoids the overlap of different positions. If one employee acts beyond his or her authority, the
system will respond with a polite refusal, saying ‘Sorry, you currently do not have the authority to
view this information’. In most cases, areas beyond one’s authority are not even displayed on the
operation menu.

* A Centralised support platform —to specialise division of labour

The centralised support platform realises a complete separation of the front desk, middle desk and
back office. With the system, staff members can be thousands of miles apart and each task is still
assigned by the ‘automatic dispatching system’. This effectively avoids conflict of interests,
improves risk management capability, and realises specialised division of labour. As it reduces the
requirements on the capacity of individuals and the complexity of each assignment, the centralised
support platform thus improves efficiency and reduces errors.

An accurate inspection mode

Ping An integrates third party risk detection and correction into a standard audit and inspection
system, which combines comprehensive remote monitoring with on-site key auditing to inspect
accuracy. Different from traditional inspection, Ping An requires the maximum amount of work, such
as data analysis, to be done off-site. Only the work that must be delivered on-site is assigned as an
on-site job. Before any on-site inspection, the audit and inspection department will conduct an
analytical test in advance and communicate with the compliance department to ensure that the key
focuses are accurately covered in the inspection plan.

In addition, IT tools are widely used during inspection. Based on previous inspection results, the
team will conduct ‘findings analysis’, including identifying general signs and signals of potential
problems. IT inspectors will then input these signs and signals into the IT filter system to detect
abnormal data, which will be sent to frontier auditors for on-site inspection. Leaders will be held
accountable if their units and departments fail the internal control evaluation.

Compliance management and internal control are not simply a means of risk management. They
are a mode to find best practices, a way to gain the trust of others and a secret to stay successful.
This is our philosophy, and we are working hard in this direction.
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Survey Question 13 JE#fEIE+=

In your external reports (e.g. annual report or sustainability report), does your company disclose:
EXIMREFR (LEMERBFAFELRIRE) , RARRERAATINER?

17.8% of the companies surveyed disclose information related to third parties problems and
corrective measures in external reports.

XA 17.8%RY WA IMRE R AFFE =7 H IR e R L ELL ST HERFES .

Efforts to improve third party compliance
AREE=FEHRHNE N — 35.6%
Compliance risks identified within third parties
gomaxg=rnaans T 6. 7%

Third parties problems and corrective measures
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None of the above
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Best Practice IX: Siemens — Risk-based Third Party Compliance Management
System

As a global conglomerate, Siemens combines the highest performance with the most stringent
ethics by adopting responsible actions and measures in line with ethical standards to promote
sustainable development. Siemens has combined prevention, detection and response to build a
comprehensive compliance system. The approach to risk assessment is fully reflected upon and
continuously improved, e.g., established risk-based compliance management for third party
business partners.

Prevent

- Compliance risk management
- Policies and procedures

- Training and communication

- Advice and support

- Integrity in personnel process
- Collective Action

- Whistle blowing channels “Tell

us” and ombudsman

- Compliance controls
- Monitoring and compliance

reviews

- Compliance audits

- Consequences for misconduct
- Remediation
- Global case tracking

- Compliance investigations

Compliance risk assessment for third party business partners

Siemens competes fairly for orders based on the quality and price of its innovative products and
services, not by offering improper benefits. Similarly, Siemens expects its business partners, e.g.
sales agents, customs brokers, distributors, etc, to comply with all applicable anti-corruption laws
and regulations. Siemens, after all, may be held liable for third party actions.

In 2008, Siemens released a new compliance policy for cooperation with the Business Partners.
Based on the uniform and company-wide Business Partner Compliance tool (BPC tool), all
business partners must undergo a compliance risk assessment.

Based on defined comprehensive risk indicators, such as the risk of corruption in the country in
which the work is undertaken, business type, business scope and business relationship with
Siemens, etc, a risk class (high, medium or low) is established for the business partner. The risk
class then determines the course of action (due diligence, approval requirements and mandatory
contractual clauses). Around 17,000 business partners classified by way of this process are
currently registered in the system. Before any payments are made or contracts agreed upon, these
business partners are treated according to their risk class. In fiscal year 2011, Siemens further
developed the Business Partner Policy based on its experiences over several years of practical use
and adapted it in line with new risks that had been identified.

Compliance Due Diligence (CDD) for third party business partner

Prior to engaging a business partner, Siemens must perform compliance due diligence. Based on a
risk assessment of the proposed business relationship, the due diligence questionnaires include
internal information obtained from the potential business partner as well as publicly available
external information from independent sources. The required information varies depending on the
type and content of the planned business relationship and provides a transparent overview of the
proposed business relationship.

The effective CDD supports the selection of business partners subject to the necessary care and in
line with compliance requirements and ensures that the relationship with a business partner is
responsibly evaluated and managed. This guarantees that Siemens will establish a long-term
collaboration with reputable and qualified business partners.
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Finally, the contract between Siemens and the business partner will require the business partner to
act in compliance with all applicable rules and regulations. The due diligence process is repeated at
defined intervals.

Key Data Risk Assessment CDD Questionnaire Approval Contracts

Manage-
ment of
the Entity

Contracts
and

Business .

Partner/ Integnty Manage-
CcDD Check via ment qf

Internet the Entity

Local
Complian-
ce Office

additional
information

Key Data

Sector/
Cluster/

Local
Complian-
ce Office

Doubtful Manage-

Integrit ment of
Ly the Entity

Corporate
(ef0)

Monitoring supplier’'s compliance and sustainability performance

The value of the products and services purchased correspond to around 50% of Siemens’s total
revenue; therefore procurement has an important role of sustainability performance at Siemens.
Sustainable economic management is an integral part of Siemens procurement policy. For this
reason, Siemens expects its suppliers to not only contribute to Siemens’ economic success, but
also adhere strictly to its Code of Conduct for Siemens Suppliers.

Siemens’ detection system combines online tool-based checks with on-site inspections to supervise
third party suppliers, e.g. using its online Corporate Responsibility Self Assessment (CRSA) system.
Siemens provides an opportunity for their suppliers to self-evaluate adherence to the Code of
Conduct and to indicate potential Corporate Responsibility risk at an early stage. The CRSA result

is generated by the click4supplierseasy system through a traffic light indicator. (Green—
requirements met; Yellow—minor deviations; Red—significant deviations)

Corporate Responsibility Detection Modules

% Corporate Responsibility Self-Assessment Risk Evaluation (“Sustainability”)

@

6 Opportunity for Siemens’ Suppliers to give a self Sustainability aspects into the supplier risk evaluation
il evaluation of their adherence to the Code of Conduct criteria set, with which suppliers are evaluated on an
h@l and to indicate potential Corporate Responsibility risk annual basis

©

wll Focus: Suppliers in higher-risk countries Focus: All strategic suppliers

§ Conducted by: Supplier Conducted by: Internal cross-functional team

Sustainability Audit Corporate Responsibility Module within regular

Incident Driven External Sustainability : : 3
. ' supplier quality audit
g Inspection Audit ppierq y
ol Quick reactionin case of  Systematic Sustainability  conducted during regular process and system audit at
2 p(_)ssmle damage_ to Audlt_at supplier's supplier's premises
f=ll Siemens reputation premises
2 . o . Focus: All Strategic Suppliers
7 Focus: Depending on Focus: Potential high risk  conducted by: Siemens Quality Management
c suspicion of risks suppliers
O Conducted by: Conducted by:
External auditors External auditors
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Based on the identified discrepancies, a corrective action plan will be created and automatically
recorded as part of the supplier development framework with a defined time frame for
implementation. Siemens may also initiate an external sustainability audit at a supplier's premises
to ensure proper implementation of the corrective actions through an independent sustainability
audit. If the corrective efforts remain unsuccessful, Siemens reserves the right to suspend/
terminate the business relationship and phase out the supplier.

After years of compliance practice, Siemens has become a recognized leader in transparency and
compliance. Siemens reiterated that only clean business is Siemens business and it will continue to
promote integrity and fair competition worldwide.

Responsibility, excellence and innovation are Siemens’s values. We will persist in responsible
actions in line with ethical standards and improve the corporation’s sustainable development.
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Chapter VI: Scenarios and Exercises

ERE: FRMLE

From the survey results, it is clear that companies have increasing concerns about
compliance and integrity risks related to their third party business partners. However,
their approaches and skills in managing these risks vary greatly. This chapter starts with
a simple self-assessment toolkit, which was developed based on the survey results and
with the help of our editorial group members. The self-assessment is a first step for
companies to review their third party strategies, identify high-risk areas and proactively
address these issues.

Nevertheless, the real world is a lot more complicated than these “Yes/No” questions;
the scale of the task is enormous if companies manage thousands or even tens of
thousands of business partners in different markets. Employees and business leaders
often find themselves in grey areas due to legal and cultural gaps with no ready
solutions. For that reason, we have provided five scenario-based exercises in this
chapter to help companies design their compliance efforts based on values and
principles, rather than rigid rules. There is also a list of reading materials in the appendix
of the handbook for companies to learn more on this subject. Regardless of their size,
companies need to make adequate efforts, both internally and externally, to successfully
address the increasingly broad range of third party risks.
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Companies need to manage risks in the supply chain by
bringing standards of integrity and compliance amongst
their third party business partners to the level expected of
their own employees. This is no longer a “nice-to”, it's a
“have-to”.

Brook Horowitz, IBLF
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Third Party Compliance Practice Evaluation

FB=H S RRIETE

1. Does your company have a stated formal policy and Codes of Conduct that give a clear definition
of bribery and prohibit all forms of bribery conducted by third parties?

RABARBABRURITHIERAMEX E=AHRITH, HERILE—VIRANE=SHERITH?

2. Is there a procedure to ensure that your third party compliance programme is consistent with all
domestic and foreign anti-corruption legislations, such as the U.S. Foreign Corrupt Practices Act
(FCPA) and the U.K. Bribery Act?

RRRIRBERIUTIEF, BRRARAEZFEITVFEEEXE (RBIMERCE) REE (KE
MEER) FEANERINERUEERZEN?

3. Does your company require third parties to contractually agree to comply with anti-corruption
laws of the markets they operate in?

RARREBERE=FEAETRMEIEE THEXTIANREMER?

4. Does your company require third parties to certify periodically that they are in compliance with
relevant anti-corruption laws?

RRRREERE=ZFEMEAEBRENFE RBUEREK?

5. Does your company require third parties to have a Code of Conduct with compliance
requirements similar to those of your company?

RARRBERE=ZAETHENFHES R LR XU R EMEK?

6. Does your company require third parties to provide anti-corruption training for employees who act
on behalf of your company?

RARARBEREZAMNER QBRI SZHE XA SR M R ERUFI?

7. Does your company require third parties to accept anti-corruption audits conducted by your
company or firms on behalf of your company?

RARRBEREZARZAFZLAARZLARMNNAREI TR BYET?
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8. Does your company have termination rights when third parties break anti-corruption provisions?

MRB=ZFERRBYELIAE, RABREENELARF?

9. Does your company conduct compliance due diligence on new third parties, especially those with
high potential risks such as companies in high corruption risk industries?

RAFARBEMHBERANE=FHITEAIARIIPE, HHRBLBENLSHE=T, tLUNkREREY
M= E T B 2 F] ?

10. Does your company have an approved supplier database, periodical review and background
checking system for existing third parties?

RARRERI TEATHHRNERIEE. EHFENEMERBERGRERNBE=R"?

11. Based on indicators including geographical location, industry and compensation structure, does
your company conduct risk assessment of existing third parties periodically, and prioritise your
resources and efforts accordingly?

RARREWEDS. T FHEMEHFEZERMNNEE=ZFETXE TR, HAKISEFIFEM
ANEITE=ZFER?

12. Does your company conduct internal training for your own employees on how to manage
relationships with third parties?

RRREREMINAIEIRE =T KHR R THITREREI?

13. Does your company have multiple channels, such as confidential hotlines, for third parties to
communicate, raise concerns, seek support regarding compliance issues or report anonymously,
and get response within a set time?

BATIRBASHUNEREE, MRERLE ILE=F UARA R BB ITaE, RBEHE, SR
N EREER, FE—ERBEABSREZE?

14. When you establish Key Performance Indicators (KPI) for your compliance system or modify
your third party related compliance processes and policies, do you have procedures to
communicate and engage your third parties?

RAAENAMAREXRBEIUERREBCI RE=ZFHNEHAREMBRN, 2ERENEFSE=
HRNEHERESSETHENITIE?
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15. Does your company have regulations on business entertainment and gifts provided by third
parties on behalf of your company, such as constraints on types and amount, and pre-approval
under certain circumstances?

RARMTEZARERAARENISBHFNILRREELG—INE, WX TEAINFMESERRE,
ERATHEERAAES?

16. Does your company have a tailored first response strategy, including dedicated teams or
external firms for investigation and communication, a standard investigation procedure, etc., when
potential problems are identified?

ZIMBEREN, RARREEESEFHNE BT EHANEE, SEARBEMNYENE]
HIBAS MR AR, FRERIIAERIES?

17. Does your company maintain documentation of your third parties including due diligence, risk
assessment, compliance training, whistle-blowing cases and investigation of compliance problems?

RARIRERBEE=ZFHEXOXHERHEERE, WRIFE. RETME. HFI. #REH. &0
B EESE?

18. Based on the latest business development, does your company review your third party
compliance management periodically to improve your policies, procedures and governance?

RARREBERERFNIS AR EHFEFE=HFENERFER, FEASARNECR. RIEMAE
K2

19. In external reports, does your company disclose efforts to improve third party compliance,
compliance risks identified within your third parties and corrective measures/sanctions taken?

AEXIMNEET, RARARBSWBEAREE=ZFAMMMNE N LIE=7 G IR P SCit
HOLU IE FR it/ A3 55 2




Compliance Scenarios

BAER

Scenario I: A problem with the tax department

Your finance manager has a major problem on his hands. He has just received an
unexpected visit from a tax inspector. After a rather brief inspection of the company’s records,
the inspector announced that your company owes several hundred thousand dollars in back
taxes. Moreover, the company will have to pay a substantial fine on account of its failure to
make the correct payments in previous years. The payment is due in a week’s time.

However, there is a small ray of hope. Just as he was leaving, the inspector mentioned a tax
consultant who was good at sorting out problems like this. He used to work in the tax
department, so he knows what needs to be done. Coincidentally, he happened to have the
consultant’s business card. Why not give him a call?

What you need to think about

This encounter raises many questions. What exactly has gone wrong? How did the inspector
find out after such a brief inspection of the company records? And does the company really
have to pay by next week?

The recommendation to work with a particular tax consultant, particularly a former colleague
in the tax department, raises further questions: how did the inspector happen to have his
business card? What exactly is the relationship between them?

Possible responses

Your company may well need specialist advice, but not from the consultant that the inspector
recommends. The apparent relationship between them raises the question whether they are
colluding and possibly sharing the consultant’s fees. Find another adviser, and work out what
the problem really is.

BEMER—: SHSWIIMEE
BARNMSLBIEBE T —MAEE. BERERARRBTIRG. EHARLRETTH

BNEEZRE, BEAERQARXRML+AETHBK. i, BTLARERLEREIREK
WH, FTAR AN —EHTRANTE, AFEE—FAALR.

AT, FRFEE—LEN. BERBSFIHRRE T — N E TR XEM A SmE. X4
BEME|BEERSBIIE, FFUTRIMERLTLARAFTEMLLMG 2. BERMITHXHIG)
HER. AfTARTIBIEREIE?

REEEZENAH

RRESHEILAFE T HZERE. REZMEL TR/ ? BERRMAENLEENEEF LN
REH? RRARRENFEE AR ERE?

MBEERE R RHEFRENHSHIE, MzHBSMENERESth—EERSEIIENEE,
XIEAREE: BERAARITEXMHENZR? tIZERE2ERHNXR?

AR EREIR SR

RORRUTERFEERIEN, BAREESFAEFNBRL. tHNZEEMS LXK RIEAR
RNBBE-SHBAUESZENE. FEBI—(IHEIHKB EEREEBFRE.
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Scenario Il: Querying an established relationship

A new sales director moves into a regional office and is just getting to know his company’s
main existing clients as well as its network of sales agents. The company has a particularly
good relationship with a state-owned energy company, and frequently gets repeat orders for
large consignments of specialist equipment. Towards the end of his first month in the new
office, he is asked to approve a payment for a sales agent whom he hasn't yet met. The
payment is quite large — several thousands of dollars — and he asks what it is for.

It turns out the sales agent is responsible for dealing with the energy company, and is
particularly close to the head of its procurement department. This is a regular monthly
payment. There is no documentation: that isn’t the way business is done here. Additionally,
the energy company has put a major supply contract out to tender and is about to make a
decision. It would be better not to ask too many questions.

What you need to think about

Notwithstanding this advice, the new sales director does need to ask questions, starting
with the most basic ones. Who exactly is this sale agent? How long has he been receiving
this large monthly retainer? What services does he provide? And how are they
documented?

The further questions include the nature of his relationship with the head of the procurement
department. Is it just a professional relationship? Or is something else going on?

Possible responses

There may be satisfactory answers to these questions, or possibly not. At the very least, the
company needs to be able to document the services that the agent provides in order to
demonstrate that the scale of the payment justifies his remuneration. If it cannot do so, it will
need to investigate the possibility that the agent is passing on part of his fee to the
procurement manager — or alternatively is getting rich in return for doing very little work.
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AHRERT: RECKEIHXA

—IREMABXDRENFEHESEEETRAREZBXAENEEEALEHEER
BN, RRAMN—RESERELAEEERFNEIEXR, HETHRERELIRE
BEMITE., AHESBAFTERE—NANIER, ARAERMBEMH —ERRER T
MU, MPCRHRIERthERIREE. XERMEFEIX, AHTER, HELSHEEME
XEHRHIAIE.

KR E, SHEREBARSZERARMNLS, HMERBEBITHNATAXREY . XEX
Gz B EMXAT, HREPEWE—ZMXHREXFNWSHEG. FEif, XRERAE
EEA—ERNMEN G FBRH I ER. EXPNEHRRFAERIK S E .

REEEZENGE

REARXHEMNEN, XZHMEHEDBNTFRLLNEE. 5%, REFNEE: XAHE
REFRERE? hRIXEFAMTREZAT? MEHRTHAHRS? ILBRFEELIRERE
1Ry ?

FERZMEMTEE, tESRMMIATANXREEHENMR? ARLSZ EHXRLE
FHEAEMAER?

AL RELEY S 3R
RLEFAEBIHFENER, LTESTHER. ARAELFERGRERRSHVBEIL

F, WOERXAHEEHEA TIZRIERERS SR, MRAEEIER, WARFERAENE
BRSHMO RIS ARNEZIE, HHEEERREHRTRONIRSINRE TFEERVIREM.
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Scenario lll: Bidding for a major government engineering project

Your company is about to put in a tender for a major engineering project for a local
government department. You've never worked for this department before, but, if you are
successful, there should be ample opportunities for repeat business. You just need to get the
details right.

It seems that you are in luck. An engineer has just approached your firm looking for work.
Coincidentally, he used to work for the company that drew up the technical specification for
the project you are bidding on. He'd be happy to help you put your tender together.

Moreover, he made many friends at the department, and he’s sure that they’'d be willing to let
him know how the tender process is going, and perhaps put in a good word for your firm.

He doesn’t want a full-time job, but maybe you'd like to hire him as a consultant. His fee is
rather large, but he expects to have substantial entertainment expenses, and he is confident
that he can bring you good value for your money.

What you need to think about

Is he offering to share confidential inside information from his former employer and his
employer’s client? What is he implying when he suggests that his friends can let him know
about the tender process? How does he justify his large fee?

Possible responses

There are too many “warning signs”. Don’t have anything to do with him.

EARERE: BHEELREWENRER

RARHENLMBARRIIHN— M EATRRERBHITRAR. ARG IZEFARRIIEELSE
&, BRWMRMINPIR, BERXINSFIESITE. RRFERETTHRSER.

RPOESMUFARE. —PIREMRINKRBSZARIHIE. DEaHE, wEEHRNARAR
ARG BEERARIE. WRASHMIREERS.

tesh, EEZBARITANRREZAAR, thREXLRLZSERILthMERRNERER, B
WERARABEES /LA,

AR E—RERTIE, ERERARTLUEAtMEE. tEFHMERELSS, BEE2MIAA
Hp B S XENBHFEM. tHETUIARFENEERNE.

REEEZENAH

LR EERHIEEERARZFHANERZEER? R MR ULt HIERRERE, X
BERTRMA? W IEFASHNRAERSIEM?

EP3:ESE,
XEAKRE “EEHER” . TEMEA EXR,

80



Scenario IV: Communication with third parties during compliance
investigation

As a multinational chemical company, one of your company’s plants in China was accused by
local media of being responsible for a local contamination incident. The local government
might stop your production and suspend your plant’s operating license due to safety concern.
To provide a second technical assessment that could prove your innocence, your Chinese
management team contracted a third party supplier to organise a small group of leading
experts under the leadership of the industry association to form a panel to conduct a study
independent of the local government.

Later, there was internal concern that the panel experts under the leadership of the Chinese
industry association were government officials; the payment to them through a third party
could be in breach of the U.S. Foreign Corrupt Practices Act. As a result, the compliance
team from your headquarter initiated an investigation on the China government relations team
and management. It suspended payment to the third party supplier for this project and other
unrelated projects and started to request detailed materials from the third party supplier.
The third party supplier asked for formal feedback and information on the scope and duration
of the compliance investigation. However, some members of the investigation team
suggested that due to the sensitivity of the investigation, the team should not state the real
purpose of the investigation or respond to the request through formal communications. It was
recommended only to maintain necessary informal communications to acquire materials from
the third party for the investigation.

What you need to think about

While it is necessary to protect the confidentiality of an on-going investigation, your company
also needs support from your third party to in order to provide materials and key information.
Third parties are also necessary to communicate with other key stakeholders involved, such
as the industry experts, and help your company keep the investigation confidential. This
means proper communication in advance and an on-going formal two-way communication
are needed to manage expectations and avoid misunderstandings. Without these kinds of
communication, mistrust and frustration may grow. Subsequently, this could lead to legal
action or an open complaint to other external stakeholders.

Possible responses

Within the limitations of confidentiality, your compliance team should initiate and maintain
channels for two-way communication that encompass parties’ rights and responsibilities, the
scope and duration of the investigation, and mechanisms for redress. If the investigation is
onerous and costly for the third party, a compensation for their loss should be considered.
Once the investigation is completed, you should send the investigation outcomes, including
pertinent conclusions and recommendations, to the third party supplier and the experts
through formal letters or emails.

In addition, there was internal mutual understanding between the China management and
compliance teams at company headquarters. This gap should be bridged by effective Codes
of Conduct and a Guide to Business Conduct which address and clarify definition of
‘government officials’ in China. The existence of a supplier manual with clear briefs would be
another asset. Similarly, training supplemented by internal and external communications
would also be useful.

81




AEHERN: EMBERETSE=SRAE

RRRAR—REEUFLA. RARETERIMN—RIT WEHMEEEETYit—iEs
REMOETRME. ETREEE, SHEFIFRLSRRARANI FILEE>, HERHHE
BAHER. ATRHEE DIEARITELOERER, RARNTEEERRANS— 1M E=ZFE
T, SRA[/—MTUIHSRASONEERNE, HITHZTHBBRNRE.

ZfE, ARARBELD, TUHESOSHNEREERBTHRAER, BEE=SF3 11753
ARSEREE (RBINBRCER) - Eit, ARDIMMEREANLE T P EBAFXHR
HPAFEERRNIAE. RRARIFEIET X8 =75 HNE R LD BFE 8K E
M, HERE=pHEBREEIFHNER. FZHFHREFERNERAETHEEMHAR
RHEANEEMEZES. A, BAEBANKNRLRSZIN, BT RAEHEURME, ER
TNIZFRMESZSMIFERN, BAREIEXAEREIRISHER. IR
R BRHIRERDELUNE = REVAERFEMEL

REEEZENSE

MEAHITHRERER oY EN, AMRARFTESIE=ZFREZHNMXEREER,
MM SBEXMXRHMEERXT, EWITIER, HITHE, RRFHRLRNBAERE.
REREFTEAPENHITZENE, AREIEPFRTNETR, AMEERGHEH
BRIRME. RAXLAIELE, MEEMKERRSE, ETRETES FBUERIFIR,
B EE R AR AFINBFI A X T EI TR TR

ALREREI 3 3R

AERETEEA, RAANAAENNIZEZH RFNEER, ARESENSEIRF S X
%, REMSEEFMAR, UARMENS . MRPFETEXNTE=ZFREEMNEDERES
B, MEEENE=FMRRHAITHME. —BRETIETHR, REEEHEXERNEZINF
BEERUEXNERIMHHNARNENE=ZAFRBEXEX,

e, PEREEREAR SIS MENZERBXBRARLIR. ABMIZEEERHT
AEMNREEITRERE, FAEH “BAER” £PENEX, RARLIR. B, @il
— AN EFMREEEHMEENHEXER, BLARIMPDBEIN, Lol BRE
Bf.
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Scenario V: Managing the reporting on third party corruption

Your company received an anonymous letter alleging that one of the third party sales agents
is colluding with a company employee and inflating the sales expenses. The allegation letter
also claims that the owner of the agent has a government background. It states the owner
pays bribes to customers in order to secure business and reimburses the cost to the
company. This agent was recommended by a team leader of the sales department. The
agent was new to the industry did not have an established reputation.

What you need to think about

Using sales agents may be a common sales technique in China, but it does not always bring
about intended results. In this case, the company should quickly assess the potential
economic loss, consider how to process an internal investigation on the alleged corruption
and bribery, and be prepared for possible legal and reputational damage. The company
should also consider how to handle the alleged employee and third party agent, if any legal
action needs to be initiated.

Possible responses

The company should make initial contact with the whistle-blower to obtain more detailed
information and evidence, and also quickly review the alleged businesses and expenses to
assess the possibility of fraud.

Send a team composed of internal auditors and external forensic accountants/consultants to
conduct a discreet investigation, under the cover of normal internal audit.

Gather information and evidence properly to form an initial summary of findings. Top
management shall consult the investigation team to decide whether a further investigation is
necessary.

If the allegations proved to be true, the company should consult with the legal counsel on how
to terminate the relationship with the employee/agent appropriately, and whether to launch
legal action or claim indemnity against them. The company's legal department should also
consider the potential legal risk from government authorities, and the public relations
department should consider the potential damage to reputation.

The next steps would be providing more anti-bribery and compliance training to the
employees and third party agents, enforcing the vendor/agent selection process, and
conducting risk assessment on the remaining third party agents to evaluate if similar
malpractice exists.




SAFRE: NERE=FTEEREALE

RAFWBERSERR, ARISHERERASE, EEHERM, REARMNE; &R
EEMZREFNIMMEIABHAER, BIMBEFARENRZ S, HERLRRER
THEZEFHSE. ZREFIHEENN— (AN EEREFN. 2K KA ERE
B AR ERIR.

REEEERNAE
ERHERENETEEATERERNHEESE, ERXMEIEFT 2SI MEAR
R. EXNERGD, AREIRITEFTREMEFINL, ZRINAIM SR B EWMEREIT
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BAZHBKAZERA, RUBRRNEFANEEMIERE. R, REEELRPEIIT R
BXRAFMER, HMEERERFEERERAARENLE.

BRI A RSN E SREAMBER &/, ABIITASE AREITREESE.

UEHARBEEEMIERE, L L2FELER. MEATRNERERESEREAMNE, R
ERBFEH—DRNBE.

WMRFEIMEPAL RN BIMEARESE, WATN Y SIERBUEIT RN L IESZER L
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BefE, ARNZMENRTME=AFRIEBEFNREMEEIIEN, RN/ R
B, ERBRNE=ZFREFHITRRITE, UHERAEMEUNTHITAREE.

Scenario I, Il and Il are provided by Control Risks, Scenario IV is provided by North Head
and Scenario V is provided by Deloitte.

BHIER— = ZAHEZIGEN, EAEREAREELGER, BHERIAEEEH.
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Chapter VII: Conclusion and Call for Collective Action

BtE: FENKATISHE

In this publication, experts and companies have introduced many principles, tools and
best practices to help businesses manage their third party compliance risks and protect
business integrity. However, to fight against corruption, company internal compliance
alone is far from sufficient. There are many challenges that are beyond the capacity of
individual companies. These challenges include the decisions of their competitors,
conflict with laws, limited local regulations and enforcement, opaqueness in the system
and the overall market environment.

While corporate codes, rules and procedures to ensure compliance are important in
their own right, compliance programmes should also be complemented by efforts to
address the larger challenges. These efforts will help to level the playing field and
improve the overall business climate through collective action. Much more than just
compliance can be achieved in companies’ value chain if all sectors - companies,
governments and civil society organisations - can join force and act collectively.

For example, by working with competitors to share best practices and reach a
compliance pact, companies can focus on innovation and quality and be confident that
they will be rewarded only with respect to their level of competitiveness. By working
collectively with the government, business can influence future regulations, increase
enforcement and improve the overall business and investment environment. Lastly, by
working with civil societies, companies can improve the general awareness, explore
synergy and collaborate with wider stakeholders. This will create more incentives and
driving forces in the market. There are several existing collective action initiatives
worldwide. One example is the B20 Task Force on Improving Transparency and Anti-
corruption. This task force engages companies and business associations and provides
collective policy recommendations for G20 leaders. In emerging markets such as China
and Russia, there are organisations like the IBLF that works across various sectors to
produce collective actions towards a level playing field.

Nevertheless, this is just the beginning of the process. More companies and
organisations need to join the mission. Obtaining true collective action is admittedly
difficult. It requires awareness and an articulated business plan. This entails great
commitment from all actors and neutral facilitation. However, it is a critical step that
enables various interest groups to build alliances against a serious challenge, thereby
approaching the problem from multiple angles. Businesses and other sectors alike have
an important role to play in this process and will all benefit from a fairer market.
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Survey Question 14 iFf#fa)gE—Pg

o Is your company willing to budget staff
"Yes = time/resources to jointly undertake voluntary anti-
corruption efforts with industry peers?
ENo & BRARRERERARTIMESHEZRFRRSELT
MN—icEm B ENRKE RBWITEN?
® Don't know
i 71.7% of the companies surveyed are willing to
budget staff time/resources to jointly undertake
voluntary anti-corruption efforts with industry
peers.
71.7%8 N EEIRA R TR EHE FRRSET
N—EED TRV E R EYITE.
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Chapter VIII: Appendix
BI\E: MR

Further Reading
EZSEFEMH

Here is a list of documents related to third party compliance management. For more
information about general principles of compliance management, please refer to the
Appendix of our first Business Integrity Handbook: Guidance on Compliance Knowledge,
Skills and Strategy (2012).

EXES, BNRET X TEZFEAEENREMRREE—LRIL. MREBHA—DT
RAEMEENRENY, BESERMNB—FLRY (FAREFM: SRR SRR
F) (2012)KYHIRARSY -

Reports, Tools and Guidance: it5. TERIEE

1. ICC Guidelines on Agents, Intermediaries and Other Third Parties, by the International
Chamber of Commerce

(EffEsXTRER. dEFMELE=FES) —EBRES

2. Typologies on the Role of Intermediaries in International Business Transactions, by
Organisation for Economic Cooperation and Development

(PEFEERESTHAREE) —RFEESLARER

3. ETIWorkbook, by Ethical Trading Initiative
CBERZRBETEFM) —EBERFKE

4. Assurance Framework for Corporate Anti-Bribery Programmes, by Transparency International
lllustrative Control Procedures, Control Procedures designed to prevent improper payments to
or through agents, page 32-36

(RRIREWBHRIEMESR) —ERRERR
EWEERRER, EETREREITAESMREIESIER, % 32-36 1T

5. Good Practice Guidelines on Conducting Third-Party Due Diligence, by World Economic
Forum Partnering Against Corruption Initiative

(B=HREIAAEXHKIES) —HFEFIRIZRBUEIN

6. The TRACE Due Diligence Guidebook: Doing Business with Intermediaries Internationally, by
TRACE International

(TRACE RERIAZEIER: S+HEEHEREIE) —TRACE Epfr

7. Guidelines on Reputational Due Diligence, by International Association of Oil and Gas
Producer

(FERREEER) —ERHSE~ENS

8. Bribery in Public Procurement: Methods, Actors and Counter-Measures, by Organisation for
Economic Cooperation and Development

(AHEREHEIERE: & S5EFNER) —EFEESLARER

9. Guide to Sustainable Procurement, by the Danish Council for Sustainable Business
Development

(THRERWEIES) — AR AHFELRERS
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10.

11.

12.

13.

14.

Sustainable Purchasing and Supply Chain Management, by Business and Society Belgium
(RIHFELR RO FI R SR E TR ) ——EEFIRT Ryl Fndt S2ALR

Sedex Supplier Workbook, by Supplier Ethical Data Exchange
(Sedex N EITIEFM) —HEHELEERFERR

Fighting Corruption in the Supply Chain: A Guide for Customers and Suppliers, by United
National Global Compact

(HE#ETHRESRS BRMENEES) —HKEaE2IKEN

Responsible Supplier Control, by the Danish Council for Sustainable Business Development
(IR EEH) —REZECWUARELRERR

Resisting Extortion and Solicitation in International Transactions, by United National Global
Compact, World Economic Forum, the International Chamber of Commerce, Transparency
International

(EfFE S REEMREIE) —HKAaESKEY, #FEKLz, Effms, ERERR

Scenario 2: Intermediary offers company to win bidding upon payment of loser’s fee during
pre-bidding or bidding stage
FR2: PEFRUBALTESFISERM BT GEMTRG BRA LRGSR

Scenario 4: ‘Kickback’ scenario: Your sales representative is offered hidden compensation by
the customer or by an intermediary

BR4: “EIN” FR: REHERREEZ A PE R IR R

Scenario 20: A supplier offers a bribe to a contract manager to overlook ‘out of spec’ or inferior
goods or services

BR20: —RENBHEERILEFEELZBRA GBI/ ~mKSFRAIRS
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Nations Global Compact, the
Organisation for Economic
Cooperation and  Development

(OECD), and the World Bank. He

has a long personal association with the
International Business Leaders Forum (IBLF),
and took part in the two initial IBLF
reconnaissance visits to Beijing in 2003 and
2004 that led to the setting up of the CBLF.

Control Risks

Control Risks is an

independent, global risk

consultancy specialising in c t I
political, integrity  and on ro
security risk. It helps some

of the most influential

organisations in the world to understand and
manage the risks and opportunities of
operating in complex or hostile environment.
Its unique combination of services, its
geographical reach and the trust its clients
place in it, ensures Control Risks can help
them effectively solve their problems and
realise new opportunities across the world.
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Ms. Jun Cao, Head of China
Programmes, IBLF

Jun is a Cambridge Overseas Trust
Scholar with a Master of Philosophy
in Development Studies from the
University of Cambridge. Jun
currently works as the Head of
China  programmes.  Her prime
function is managing and
developing IBLF’'s programmes in
China. Before joining IBLF, in
Cambridge and London, Jun
worked with several NGOs and was
engaged in a number of
development programmes. Prior to that, she
accumulated years of experience in business
news research with several international
media outlets including the Los Angeles
Times' Shanghai Bureau as the chief news
researcher. She is also a former Shanghai
representative and current special advisor
with The Sino-Foreign Media Club. She is a
regular speaker and contributor on the
subject of business standards at international
conferences and was also invited to speak
during trainings organised by government
bodies.

The China Business Leaders Forum
(CBLF)

China Business Leaders Forum (CBLF)
is a joint initiative of the International
Business Leaders Forum (IBLF) and the
Renmin University of China. It focuses
on promoting business practices that will
ensure the sustainable social and
economic  development of China.
CBLF's work in China focuses on
developing sustainable business
practices across all major business
sectors, promoting good governance
and transparency, as well as shaping
new business leadership to help business
leaders in China to better confront challenges
in the global market. CBLF is well positioned
to support companies to embed responsible
business practice throughout their operations
in China. Since 2005, IBLF has worked with
its partner, Renmin University of China, to
mobilise the business community to work
collectively to improve business standard.

CBLF

o E T @itz

China Business Leaders Forum
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Mr. Oscar Chen, Managing Partner,
Duan & Duan Law Firm Beijing Office

Mr. Ocsar Chen has long been
engaged in legal service of inbound
and outbound investment. His
principal practice areas covers cross-
border dispute resolution,
government enforcement and
investigation, inbound and outbound
investment. He advised many famous
anti-bribery cases in China including
cases of Rio Tinto, Morgan Stanley
and Coca Cola. Mr Chen has
provided long-term compliance assessment
and training for multinational corporations
operating in China, including Nike, Siemens,
Lucent and Arup. With extensive experience
and expertise, he protects the lawful interests
of clients as far as possible. Mr. Chen
recieved his LLM from China University of
Political Science and Law (CUPL) and his
LLM from Fudan University. He was licensed
to practice law in China in 2001. He is
member of Committee of International Affairs
of All China Lawyers' Association (ACLA) ,
member of China Mergers and Acquisitions
Association, vice-president of the Legal
Committee of All-China Federation of Industry
and Commerce, member of External Affair
Committee of Beijing Bar Association.He was
also nominated as China Dealmaker of the
Year by Asia Legal Business(ALB) in 2012
China’s best

international investment

law firm and dispute resolution law firm by
lawyer magazines abroad. The firm provides
legal service with international standards in
Chinese market and enjoys high reputation
as a famous law firm home and abroad.
Currently it has its branch officies in
Beijing,Shanghai,Honkong,Shenzhen,Kunmin
g and Seattle. It is awarded the Civilised Law
Firm by China’s Ministry of Justice, Excellent
Law Firm by All China Lawyers' Association
and China’s Best Law Firm of International
Investment and Dispute Resolution by Asia-
Pacific Legal 500.

Duan & Duan

Incorporated in 1992 as
the first private-owned
law firm in  China,
Duan&Duan is awarded

DUAN

B BAL IR F 5P
& DUAN
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Yuk Lam Cheung, Partner of Forensic
Group, Deloitte China

Y L Cheung is a partner of Deloitte’s
Forensic and Dispute Services
group in Hong Kong and China. He
has over 20 vyears of auditing,
investigation and litigation support
experience in Hong Kong, China
and Asia. He has extensive
experience in corporate fraud
investigations and litigation support
work, and served as expert witness
in arbitrations and court
proceedings. He has led numerous
investigations of cross-border management
fraud, financial statement fraud, assets
misappropriation and corruption matters, the
majority of which have involved US or HK
listed companies with operations in China.

He is a fellow member of ACCA and HKICPA.

He is also a member of the Institute of
Chartered Accountants in England and
Wales.

Deloitte China

All around the world, Deloitte
provides audit, consulting,
financial advisory, risk
management, and tax services
to its clients. Deloitte has
considerable experience in
China. It delivers a full range of audit, tax,
consulting and financial advisory services to
national, multinational and growth enterprise
clients in China through its 21 offices and
nearly 13,500 people backed by its global
network. Deloitte has been a significant
contributor to the development of China's
accounting standards, taxation system and
local professional accountants.

Deloitte.
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Prof. Keyong Dong, Dean, School of
Public Administration and Policy, Renmin
University of China

Prof. Dong holds a PhD in
Economics from Renmin University
of China. Currently he is Dean of
School of Public Administration and
Policy, and Director of Human
Resource Development and
Management Research Centre. His
field of interests includes Human
Resource Management and Social
Security and Social Welfare. He has
presided over a number of national
level projects, including MPA
Education and Human Resource Development
System of Public Sector, Responsive
Mechanisms of Significant Emergency etc. He
is also General Secretary of National MPA
Education Steering Committee, Deputy
Director of Education Directorate Committee
of University Public Administration Discipline,
Ministry of Education, and Associate President
of Chinese Public Administration Society.

School of Public Administration and
Policy (SPAP), Renmin University of
China

Under the direct leadership of the

Ministry  of  Education, = Renmin
University of China is a key
comprehensive and research-

orientated university, and one of the
most prestigious universities in the
humanities and social sciences in
China. The School of Public
Administration and Policy (SPAP) was
established in June 2001 and is now
consisted of three departments (Department
of Public Administration, Department of Land
and Real Estate Management and
Department of Urban Planning and
Management), and several institutes like
Institute of Social Security. It aims at
exploring its traditional advantages and
mobilising various resources to develop key
disciplines and promote the development of
public administration and public policy. In
2001, it became one of the first schools
providing full-time MPA programmes in
mainland China with the approval of the
Ministry of Education.
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Mr. Nan Guo, Manager, Ethic &
Compliance, BP China

As a member of BP’s global Ethic &
Compliance Organisation, Mr. Guo
Nan is responsible for promoting,
overseeing and  building the
capability to deliver effective ethics
and compliance programmes in the
Asia Pacific region as well as BP’s
global petrochemical business. Mr.
Guo Nan was previously with
Siemens in China where he was the
Group Compliance Officer for the
Industrial Solution & Services Group
(I&S), and he was responsible for the
set-up and execution of all compliance-
related programs and was instrumental in
shifting the approach from a "rules-based" to
a "value-based" compliance culture. Prior to
this, Mr. Guo Nan had more than 10 years of
business operation experiences in Siemens
which include sales, business development,
sales regions management and joint venture
management.

BP

BP has been operating in China

since the early 1970s. By the end

of 2012, BP was operating 25

active joint ventures and business

entities, hiring a total staff of over

5,000, having a a total investment

of nearly 4.9 billion . BP’s business

activities  include deep water
exploration, petrochemicals
manufacturing and  marketing,
aviation fuel supply, oil product and

lubricant  retailing, and the
chemicals technology licensing. Building on
its business successes in China, BP has also
expanded partnership relations with Chinese
energy companies beyond the border. To
date, it is working with PetroChina in Iraq,
Sinopec in Angola, and with CNOOC in
Australia and Indonesia. In addition, BP has
been actively engaged in energy research
activities, particularly clean energy and
alternative energy R&D initiatives, aiming to
develop clean, sustainable and local energy
solutions to support the Chinese economic
development.
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Mr. Brook Horowitz, Director, Business
Standards and Regions, IBLF

As an expert in the area of anti-
corruption and corporate
governance, Brook - a graduate of
Cambridge and Harvard - has
garnered over 15 years’
experience in the field of business
standards and specialist
knowledge of the Russia region.
Brook was a senior manager with

General Electric during the
nineties, where he held high
responsibility positions in business

development, sales and marketing in Western
and Eastern Europe.From 2001 to 2004,
Brook set up his own consultancy, which
provided advice to companies from emerging
markets seeking to attract foreign investment.
During this period he also worked extensively
on capacity building and  strategic
development for public sector and civil society
organisations in emerging markets through
projects funded by multilateral development
agencies. In 2005 Brook joined IBLF as
Executive Director for Russia where he set up
IBLF’s branch office in Moscow. Since then,
he has spearheaded IBLF’s global business
standards programme and led IBLF's work in
China, Russia and India. Brook regularly
speaks at conferences and publishes opinion
pieces on how the emerging markets can
make a positive contribution to the global
governance debate and help find solutions to
the challenges of globalisation.

The International Business Leaders

Forum (IBLF)
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The International Business Leaders
Forum (IBLF) is an independent,
not-for-profit organisation working
with leading multinational companies
on the responsible business agenda.
It works to the ethos of 'redefining
growth to help build a sustainable
world." Since our inception in 1990
by its late founding CEO Robert
Davies and HRH The Prince of
Wales, IBLF has led the field in
promoting the role of business leadership in
corporate responsibility and development.
IBLF is supported by a network of over 85
companies from Europe, America, Asia and
the Middle East and more than 200 affiliated
organisations worldwide. Headquartered in
London, IBLF also has active regional offices
in Moscow, Mumbai and Beijing.

International
Business

Leaders
Forum
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Ms. IP So Lan, Senior Vice President,
Ping An Insurance (Group) Company of
China

Ms. IP So Lan has been the Senior
Vice President of the Company since
January 2011, and the Chief Internal
Auditor, Person-in-charge of Auditing
and Compliance Officer since March
2006, March 2008 and July 2010,
respectively. Ms. IP joined the
Company in 2004 and was the Vice
President of Ping An Life from
February 2004 to March 2006, the
Vice President of the Company from March
2006 to January 2011. Ms. IP has been the
Non-executive Director of Ping An Bank
(Original SDB) since June 2010. Ms. IP had
previously worked with AIA and Prudential
Hong Kong. She holds a Bachelor's Degree
in Computing from the Polytechnic of Central
London.

Ping An Insurance (Group) Company
of China

Ping An is China’s first joint
stock  insurance  company.
Today, it has developed into an
integrated, = compact,  multi-
functional financial  services
group with services including
insurance, banking, and
investment. By December 31%
2012, the Group has more than
510,000 life insurance sales agents, 190,284
full-time employees and approximately 80
million customers. The Group’s consolidated
total assets and equity attributable to
shareholders of the parent company
amounted to 2,844.266 bilion RMB and
159.617 billion RMB respectively. Both Ping
An Life and Ping An Property & Casualty are
ranked as the second largest in China in their
respective areas in terms of premium income.
Ping An was ranked No.100 in Forbes Global
2000 in 2012, N0.242 in Fortune Global 500
and No.1 among China’s non-State owned
enterprises. Apart from these accolades, Ping
An was ranked No. 78 in Millward Brown’s
BrandZ Top 100 Brands Rankings.
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Dr. Jie Liu, Chairman of the Board of
Supervisors, China State Construction
Engineering Corporation

Dr. Liu is currently the Chairman of
the Board of Supervisors and Senior
Economist of China State
Construction Engineering Corporation
Ltd. He joined China State
Construction Engineering in 1982 and
worked as Director of General Office,
Assistant General Manager and
Deputy General Manager. When
China State Construction Engineering
was restructured to form China State
Construction Engineering Corporation Ltd, Dr.
Liu took over the role as the Chairman of the
Board of Supervisors. Dr. Liu was in charge
of several major projects including designing

corporate branding strategy, corporate
identity strategy and establishing an
efficiency monitoring system. He has

received several awards from national,
ministry and provincial level organisations
and has rich experience in administration
and management of state-owned enterprises,
corporate culture management as well as
corporate governance and supervision.

China State Construction Engineering
Corporation (CSCEC)

China State Construction
Engineering Corporation (CSCEC),
(formerly the State Administration of
Building Construction) was
established in 1982. CSCEC has
conducted its business operations in
more than 100 countries and regions
around the world. At present, it
operates in 27 countries and regions
worldwide, and across all parts of
China. From its establishment in 1982 to the
end of 2012, CSCEC’s accumulated contract
value and total turnover reached RMB 4.97
trillion and RMB 2.85 trillion respectively and
its total assets in 2012 exceeded RMB 650
billion. CSCEC has been listed among the
world’s top 225 international contractors since
1984; in 2012, it ranked 22nd. CSCEC has
been a Fortune 500 company since 2007,
ranking 80" and No.l among all the
construction companies in 2013.
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Mr. Qitao Liu, Chairman and President,
China Communications Construction
Group and China Communications
Construction Company

Mr. Qitao Liu is currently Chairman
and President of China
Communications Construction Group
and China Communications
Construction Company Limited. Mr. Liu
has in-depth knowledge and extensive
managerial and operational experience.
He held positions as Deputy Head of
No.13 Bureau of Sinohydro, Assistant
to General Manager and Deputy
General Manager with China National Water
Resources and Hydropower Engineering
Corporation and acted as General Manager of
Department of Overseas Operations, Deputy
General Manager at Sinohydro Corporation
and the Chairman of the board of Sinohydro
International Engineering Co., Ltd., Director

and General Manager of Sinohydro Group Ltd.

He holds a Bachelor Degree in Water
Conservancy and Hydropower Engineering
Construction from Dalian University of
Technology. He is a professor equivalent
senior engineer and is entitled to the special
government allowance for experts from the
State Council.

China Communications Construction
Company (CCCCQC)

China Communications
Construction Company (CCCC)
is a world-leading super-sized
infrastructure construction
enterprise mainly engaged in
the construction, investment
and operation of transportation
infrastructures, such as highway, bridge, port,
waterway, rail transit and  municipal
engineering and equipment manufacturing,
with its businesses spreading in more than
120 countries and regions all over the world.
CCCC is the largest port design and
construction enterprise in China, the leading
highway and bridge design and construction
enterprise in the world, the largest dredging
enterprise in the world, the largest container
crane manufacturer, the largest international
engineering contractor in Asia and the leading
railway construction enterprise in China.
CCCC is listed in Hong Kong as well as in
Shanghai and has been included in Fortune
Global 500 list for consecutive years. In terms
of profitability and value creation, the
Company holds a leading position in the same
industry worldwide.
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Mr. Zhenyong Lu, Former Chief Legal
Counsel of State Grid Corporation, State
Council Expert for Special Allowance

Mr. Lu has long been engaged in the
legislation and research on power
and energy laws and corporate legal
practice. He is a State Council
Expert for Special Allowance on
energy laws. Mr. Lu served as the
director of Laws and Regulations
Office, Ministry of Energy, deputy
director and director of Political and
Legal Bureau, Ministry of Power
Industry, legal director of State
Power Corporation and chief legal counsel of
State Grid Corporation. Mr. Lu served as vice
president of the Energy Law Academy,
member of National Energy Expert Advisory
Committee and of Drafting Experts Group for
Energy Law. He is a part-time professor with
major works like Introduction to Electric Power
Law, Interpretation of Electric Power Law,
Case Studies of Electric Power Law, A Brief
Introduction to Energy Law, etc. He presided
over the negotiation and signature of several
important contracts, including the Three
Gorges Electricity Purchase Contracts and the
Three Gorges Grid Scheduling Agreement. Mr
Lu was awarded the title of ‘Outstanding
General Legal Counsel of the central SOEs'.

State Grid Corporation of China

Established in December 2002,
State Grid Corporation is a
government-owned enterprise
approved by the State Council to
conduct government authorised
investment activities. It ranked 7th
in the Fortune Global 500 in 2012,
and is the largest public service
company in the world. SGCC'’s
mission is to provide safe,
economical, clean and sustainable
electric power for social and
economic development. The company's core

businesses are the construction and
operation of power network that covers 26
provinces, autonomous regions and

municipalities. Its service area represents 88%
of the national territory, supported by more
than 1.58 million employees to serve a
population of over 1.1 billion.
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Mr. John Russell, Managing Director,
North Head

John Russell has over 25 years’
government relations experience in
various parts of the world. Prior to
forming North Head in 2010, John
was Executive Vice President Asia
Pacific at Weber Shandwick. He
was responsible for public affairs
and corporate = communications
practices in 12 markets throughout
the region. From 1999 until 2005,
John served as CEO of Weber Shandwick
Brussels. For nearly ten years until 1999, he
was the MD of the Amcham to the EU in
Brussels.

Mr. Xiaofeng Jiang, Executive Director,
North Head

Xiaofeng is one of the founding
partners of North Head. With 12
years'’ experience in the
communications industry, he is a
seasoned specialist with a focus on
strategic communications, issues
and crisis management, and public
affairs in China and across Asia.
Prior to North Head, Xiaofeng was
Associate  Director at Weber
Shandwick where he oversaw key
corporate and public affairs accounts. Before
that, he was Area PR manager in the Moller —
Maersk Group for 4 years.

North Head
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North Head focuses on
responding to rapid change
in Asia: supporting
multinational companies in
China, coping with challenges of this dynamic
market, working with Chinese companies to
grow into developed markets. North Head
assists with political, public policy and
reputational challenges. Presently, North
Head’s operates with clients across the East
Asia region from a broad spectrum of sectors,
agriculture, IT, energy, mining and resources,
healthcare, aerospace and automotive. It
provides counsel and implements campaigns
for many compliance issues and crises that
impacted corporate reputations. It supports
communications campaigns for litigation and
trade cases in Washington and Brussels.
North Head won Public Affairs Asia’s ‘Gold
Standard Award’ for best issues and crisis
management consultancy.

Beijing North Head Consulting Co., Ltd.
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Dr. Martin Stauble,
President, Royal
companies in China

Upstream Vice
Shell’'s

Dutch

Dr. Stauble directs the exploration,
development and  production
activities with a portfolio of shale
gas, tight gas, coal-bed methane
and light tight oil. Martin graduated
with a master’s degree in geology
from the University of Zurich and
subsequently went on to take a
Ph.D. in geology from the
University of Bern in Switzerland.
He joined Shell in 1991 and
worked the first five years in
Shell's exploration and production
research lab in The Netherlands. He then
served in a number of positions in both
technical and commercial aspects of
exploration business globally. In 2005, Martin
moved to Oman as Exploration Director for
Petroleum Development Oman to which an
additional mandate was added in 2008 of
HSE change management responsible for
improving safety across PDO. From Oman he
moved to China in 2011.

Shell

Shell is a global group of energy
and petrochemicals companies. As
one of the world’'s leading energy
companies Shell plays a key role in
helping to meet the world’s growing
energy demand in economically,
environmentally and socially
responsible ways. Its core values
of honesty, integrity and respect for
people form the basis of the Shell
General Business Principles. Shell China
seeks to provide energy solutions and
contribute to the country’s three key energy

priorities:  security of energy supply,
environmental  protection and  energy
efficiency, working in partnership with

Chinese companies and customers to mutual
benefit both in China and overseas. All of
Shell's core businesses are now represented
in China and its head office in China is in
Beijing: Upstream (oil and gas exploration
and liquefied natural gas), Downstream (Oil
Products and Chemicals) and Projects and
Technology businesses  (Shell  Global
Solutions and Coal Gasification).
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Ms. Isadora Garcia Torres, Vice
President, NEA Cluster Compliance
Officer, Siemens Limited China

Isadora Garcia Torres joined the
Corporate Legal and Compliance
Organization in November 2007.
Since then, she has been
responsible for Latin America,
managed compliance corporate
projects. In November 2011, she
has been appointed as the North
East Asia Cluster Compliance
Officer and Regional Compliance
Officer of Siemens China, located
currently in Beijing. After completing
her studies in International Business
Administration in Mexico City, Ms. Garcia
Torres began her career in IBM Mexico as a

process manager for the Procurement
department. Afterwards, she  joined
Weidmuller -  producer of industrial

components - with base in Germany. During
that time, she worked in Marketing,
Controlling and lastly as Key Account
Manager for Asia Pacific based in Shanghai,
China. In November 2004, Ms. Garcia Torres
joined Siemens, starting in the Global
Procurement department of the Industry
Sector and took later the position of Regional
Procurement Assessor for the regions Brazil,
China and the South West Europe Cluster
before joining Compliance.

Siemens Ltd., China

The history of Siemens in
China dates back to 1872.
For 140 years, Siemens
has been active in the
country, where it holds
leading positions in the
company’s four sectors:
Industry & Infrastructure, Industry, Energy
and Healthcare. Siemens Ltd. China, the
holding company, has 65 operating
companies, 65 regional offices and 29,000
staff in China. China has become the second
largest overseas market for Siemens. Over
the years, Siemens has become an integral
part of the Chinese economy and a reliable,
committed and trustworthy partner of China.
By applying a wide array of Environmental
Portfolio and innovative solutions in the
cooperation with the local partners, Siemens
is committed to contributing to the sustainable
development of China.

SIEMENS
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Mr. Sheng Xi, Chief Audit Executive,
China Eastern Air Holding Company

A graduate from the Accounting
Department of Jiangxi University of
Finance and Economics, Mr. Xiis a
Certified Public Accountant (CPA),
International Internal Auditor (CIA),
Senior Auditor, Executive Director of
China Institute of Internal Audit,
Member of the Board and the
International Relations Committee of
the Global Institute of Internal
Auditors. Mr. Xi is now the Chief
Audit Executive of China Eastern Air
Holding Company (CEAH) and is in charge of
the internal audit and risk management of the
company. Before joining in the civil aviation
industry in 2009, Mr. Xi worked in the
National Audit Office of the People’s Republic
of China for more than 20 years and took
various positions such as Director of Foreign
Affairs Department, Director-general of the
Investment Department, etc.

China Eastern Air Holding Company

<

China Eastern Air
Holding Company,
headquartered in
Shanghai, is one
of the three largest
major air transport
companies in China. After years of optimising
and integrating resources, it has formed an
air transportation network offering services
that include aviation food services, import and
export, financial futures, mass media
advertising, ticket sales and airport
investment. Since 2009, China Eastern has
achieved remarkable development with a
brand-new image. It was rewarded the ‘Five-
Star Flight Safety Award’ by CAAC and
recognised as ‘the most innovative company
in China’ by Foutune in 2011. China Eastern
generated profits of more than 10 billion RMB
in the past three consecutive years, which
ranks high among the state-owned
enterprises with respect to ROA.

DERESME

CHINA EASTERN °
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Mr. Charles Zhang, Vice President,
Internal Audit, Risks & Controls, Trina
Solar

Charles is in charge of Company
worldwide responsibilities in areas of
internal auditing, business process
management, risks management and
controls at Trina Solar (a NYSE listed
company). He is an expert and strong

advocate in  promoting  sound
business ethics standards, and
effective internal control systems.

Prior to joining Trina Solar in 2010,
Charles spent 10 years in Europe
(France and Switzerland) and then
worked another 9 years in the United States
serving in various managerial positions at two
large  multinational companies. Charles
received his BBA degree in 1985 in
Guangzhou, China, and then obtained his
MBA degree in 1990 in Paris, France. He
commands fluent English and French.

Trina Solar

Founded in 1997, Trina
Solar (NYSE: TSL) is a
global leader in
photovoltaic modules,
solutions and services.
Trina Solar today drives
smart energy together with

installers, distributors,
utilities and developers
worldwide.  Trina  Solar
operates  worldwide to

always deliver the best value to its customers.

The company’s manufacturing facilities and
worldwide headquarters are located in
Changzhou, China, with regional
headquarters and operating offices in
approximately  twenty locations. Going
forward, Trina Solar will continue to offer
clean and reliable products, solutions and
services to our customers around the world,
while dedicating ourselves to innovation,
quality, and manufacturing excellence.

[ ]
Trimasolar
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Experts &

Bin Han, Deputy Executive Director of Global
Compact Network China, China Enterprise
Confederation, Director of Global Compact
Promotion Office

Hongsheng Zhang, General Manager, Supervision &

Inspection Department, CSCEC

Aiguo Wu, General Manager of Marketing &
Customer Service Department, CSCEC

Chenglin Guo, Director, Audit Department (Office of

the Board of Supervisors), CSCEC

Guangzhong Fan, Vice General Manager,
Supervision & Inspection Department, CSCEC

Wengqing Li, Business Manager, Audit Department
(Office of the Board of Supervisors), CSCEC

Lei Chen, Deputy Director, Centralised Purchasing
Management Centre, CSCEC

Xin Ma, Chairman, China Construction First Division

Group Construction & Development

Qiang Zuo, General Manager, China Construction
First Division Group Construction & Development

Neal Beatty, Regional Director, Global Client
Services, Greater China, Control Risks

lona Cheng, Senior Account Director, East China,
Control Risks

Aimee Pang, Lawyer, Duan & Duan Law Firm

Jack Soong, Associate Director, Deloitte & Touche
Financial Advisory Services Limited

Yunping Zhang, Deputy General Manager, Group

Compliance Department, Ping An Insurance (Group)

Company of China

Feng Zhang, Manager, Group Compliance

Department, Ping An Insurance (Group) Company of

China

Kaijing Huang, Group Compliance Department, Ping

An Insurance (Group) Company of China

Qiong Wu, Country Compliance Officer, Shell China

Henry Zheng, Corporate Compliance Officer,
Siemens Limited China
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conduct the company survey and to distribute this publication to the business community in China.
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